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Introduction

Executive Summary
Introduction

The San Diego Police Department (SDPD) is committed to maintaining public safety by
providing the highest quality police services to the communities we serve. Given today’s
technological advancements with surveillance equipment, the SDPD understands the need to
provide the community with a partnership that allows our community stakeholders an active
voice in the policing of their communities. In addition to maintaining the highest levels of
public safety, the SDPD is committed to transparency, public trust, community partnerships,
and compliance with the law. As such, the Department has authored the following 2024
Annual Surveillance Report in accordance with annual reporting requirements codified in the
San Diego Municipal Code.

The surveillance equipment listed in this annual report are essential and may be required
from time to time to aid in de-escalating intense situations, crimes against persons and
property, enhance responses to critical incidents, minimize public threats, safeguard the
lives of community members, and or resolving volatile conditions and critical incidents
safely, along with providing valuable criminal investigative tools for actionable evidence
available after these crimes have been committed. These authorized technologies safeguard
civil liberties and civil rights and are used by the SDPD to protect the community members,
visitors, assets, and resources of the City of San Diego.

Definitions

Annual Surveillance Report

Annual Surveillance Report means a written report concerning specific surveillance
technology that includes all of the following elements:

(1) A description of how the surveillance technology was used, including the type and
quantity of data gathered or analyzed by the surveillance technology.

(2) Whether and how often data acquired through the use of the surveillance
technology was shared with any non-City entities, the name of any recipient entity,
the types of data disclosed, under what legal standards the information was disclosed,
and the justification for the disclosure, except that no confidential or sensitive
information should be disclosed that would violate any applicable law or would
undermine the legitimate security interests of the City.

(3) A description of the physical objects to which the surveillance technology
hardware was installed, if applicable, and without revealing the specific location of
the hardware, and a breakdown of the data sources applied or related to the
surveillance technology software.

(4) A list of the software updates, hardware upgrades, and system configuration
changes that expanded or reduced the surveillance technology capabilities, as well as
a description of the reason for the changes, except that no confidential or sensitive
information should be disclosed that would violate any applicable law or undermine
the legitimate security interests of the City.



(5) A description of where the surveillance technology was deployed geographically,
by each City Council District or police area, in the applicable year.

(6) A summary of any community complaints or concerns about the surveillance
technology and an analysis of its Surveillance Use Policy, including whether it is
adequate in protecting civil rights and civil liberties, and whether, and to what extent,
the use of the surveillance technology disproportionately impacts certain groups or
individuals.

(7) The results of any internal audits or internal investigations relating to
surveillance technology, information about any violation of the Surveillance Use
Policy, and any action taken in response. To the extent that the public release of this
information is prohibited by law, City staff shall provide a confidential report to the
City Council regarding this information to the extent allowed by law.

(8) Information about any data breaches or other unauthorized access to the data
collected by the surveillance technology, including information about the scope of the
breach and the actions taken in response, except that no confidential or sensitive
information should be disclosed that would violate any applicable law or would
undermine the legitimate security interests of the City.

(9) A general description of all methodologies used to detect incidents of data
breaches or unauthorized access, except that no confidential or sensitive information
should be disclosed that would violate any applicable law or would undermine the
legitimate security interests of the City.

(10) Information, including crime statistics, that helps the community assess whether
the surveillance technology has been effective at achieving its identified purposes.

(11) Statistics and information about California Public Records Act requests regarding
the specific surveillance technology, including response rates, such as the number of
California Public Records Act requests on the surveillance technology and the open
and close date for each of these California Public Records Act requests.

(12) Total annual costs for the surveillance technology, including any specific
personnel-related and other ongoing costs, and what source will fund the
surveillance technology in the coming year.

(13) Any requested modifications to the Surveillance Use Policy and a detailed basis
for the request.

Surveillance Use Policy:

Surveillance Use Policy means a publicly released and legally enforceable policy for
the use of specific surveillance technology that includes all of the following elements:

(1) Purpose: The specific purposes that the surveillance technology is intended to
advance.

(2) Use: The specific uses that are authorized and the rules and processes required
prior to the use, except that no confidential or sensitive information should be



disclosed that would violate any applicable law or would undermine the legitimate
security interests of the City.

(3) Data Collection: The information that can be collected, captured, recorded,
intercepted, or retained by the surveillance technology, data that may be inadvertently
collected during the authorized uses of the surveillance technology and what measures
will be taken to minimize and delete the data, and any data sources the surveillance
technology will rely upon, as applicable, except that no confidential or sensitive
information should be disclosed that would violate any applicable law or would
undermine the legitimate security interests of the City.

(4) Data Access: The job classification of individuals who can access or use the
collected information, and the rules and processes required prior to access or use of
the information, except that no confidential or sensitive information should be
disclosed that would violate any applicable law or would undermine the legitimate
security interests of the City.

(5) Data Protection: The safeguards that protect information from unauthorized
access, including system logging, encryption, and access control mechanisms, except
that no confidential or sensitive information should be disclosed that would violate
any applicable law or would undermine the legitimate security interests of the City.

(6) Data Retention: The time period, if any, for which information collected by the
surveillance technology will be routinely retained, the reason the retention period is
appropriate to further the purposes, the process by which the information is regularly
deleted after that period lapses, and the specific conditions that must be met to retain
information beyond that period.

(7) Public Access: A description of how collected information can be accessed or used
by members of the public, including criminal defendants.

(8) Third Party Data Sharing: If and how information obtained from the surveillance
technology can be accessed or used, including any required justification or legal
standard necessary to do so and any obligations imposed on the recipient of the
information.

(9) Training: The training required for any individual authorized to use the
surveillance technology or to access information collected by the surveillance technology.

(10) Auditing and Oversight: The procedures used to ensure that the Surveillance Use
Policy is followed, including identification of internal personnel assigned to ensure
compliance with the policy, internal recordkeeping of the use of the surveillance
technology and access to information collected by the surveillance technology, technical
measures to monitor for misuse, identification of any independent person or entity
with oversight authority, and the legally enforceable sanctions for violations of the
policy.

(11) Maintenance: The procedures used to ensure that the security and integrity of the
surveillance technology and collected information will be maintained.



Surveillance Technology:

Surveillance technology means any software (for example, scripts, code, or Application
Programming Interfaces), electronic device, system utilizing an electronic device, or
similar device, which is used, designed, or primarily intended to observe, collect,
retain, analyze, process, or share audio, electronic, visual, location, thermal,
olfactory, biometric, or similar information specifically associated with, or capable of
being associated with, any individual or group. It also includes the product (for
example, audiovisual recording, data, analysis, or report) of the surveillance
technology. Examples of surveillance technology include the following: cell site
simulators (Stingrays); automatic license plate readers; gunshot detectors
(ShotSpotter); drone-mounted data collection; facial recognition technology; thermal
imaging systems; body-worn cameras; social media analytics software; gait analysis
software; and video cameras that record audio or video and transmit or can be
remotely accessed. It also includes software designed to monitor social media services
or forecast criminal activity or criminality, and biometric identification hardware or
software.

Crime Statistics Summary

In 2024, the SDPD was responsible for patrolling 372.4 square miles, protecting 1.39
million residents, and receiving approximately 1.2 million calls from the community
regarding crimes in progress, collisions, life-threatening situations, and a wide range
of other public safety concerns. Of those calls for service, the SDPD responded to over
400,000 events. The SDPD documented over 62,000 crime cases affecting the various
communities of San Diego and visitors to our great city. The SDPD made the
community safer by arresting over 31,000 persons, including those who victimized
our most vulnerable community members. The volume of all this work was
completed with only 1870 officers, thus making these technologies vital to the overall
mission of the SDPD.
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San Diego Police Department

Avalex DVR & and FLIR 380HDc

Department/Division: Police — Special Operations — Air Support Unit

Related Policy/Procedure:

. DP 1.01- Department Directives

) DP 1.45- Use of City/Department Computer Systems

. DP 3.26- Media Evidence Recovery and Impounding/Preserving Procedures
DESCRIPTION

The Avalex DVR is a helicopter-mounted technology provide the department’s Air Support
Unit (ASU) the ability to record and playback audio (which includes police radio traffic,
aircraft tower traffic, and internal communication between crewmembers), and imagery
produced from the helicopter-mounted forward-looking infrared (FLIR) sensor during
police-related incidents. The FLIR 380 HDc sensor is an externally mounted camera system
that produces infrared and color video imagery. The two technologies function together and
are used on every ASU patrol flight. 436 impounds of videos were made in 2024. Of those
videos, approximately 240 videos were uploaded to Evidence.com for release to investigators
or prosecutorial agencies.

ASU flew 2695 hours in 2024, covering the City of San Diego, along with San Diego County,
in our role as a regional asset. The FLIR sensor is powered on at aircraft start-up and
deployed on every flight. The Avalex is manually set to record by the Tactical Flight Officer
when the air crew is on an incident where captured imagery may be used in a criminal
investigation. Neither technology has the ability to save, track, analyze or capture data,
which includes location of use, duration of use, or configuration of use.

SHARING OF DATA

Data recorded to the Avalex DVR via the FLIR 380 HDc sensor includes incidents that are of
possible evidentiary value in criminal cases. ASU has only shared recordings with authorized
law enforcement agencies upon supervisor approved written requests. Due to the evidentiary
nature of the videos, the approved video requests are uploaded to Evidence.com for the
requestor to access. No impermissible 37 party sharing has occurred. ASU only grants access
to the data saved on the Avalex DVR system in accordance with California State Law, San
Diego Police Department Policy or Procedure, or the Use Policy.

Of the 436 impounds of videos, 59 ASU videos were shared with outside law enforcement
agencies during 2024. The videos were uploaded to Evidence.Com and a secured link is sent
to the law enforcement requestor as evidence in criminal investigations.

Agency Number of cases

Carlsbad Police Department 1

Coronado Police Department 1




Agency (continued) Number of cases

Chula Vista Police Department 5
California Highway Patrol (CHP) 13
El Cajon Police Department 6
La Mesa Police Department A
National City Police Department A
Riverside County Sherriff’s Office 1
San Diego County District Attorney’s Office 14
San Diego County Sheriff’s Office 8
DEA/NTF 1
United States Marine Corps 1

LOCATION

The Avalex DVR is a helicopter-mounted technology used to provide the ASU the ability to
record and playback audio (which includes police radio traffic, aircraft tower traffic, and
internal communication between crewmembers), and imagery produced from the
helicopter-mounted forward-looking infrared (FLIR) sensor during police-related incidents.
The FLIR 380 HDc sensor is an externally mounted camera system that produces infrared
and color video imagery.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.

DEPLOYMENT LOCATION

The Avalex DVR and FLIR 380 HDc are mounted on department aircraft and are operational
during flight and are utilized throughout San Diego County as a regional asset. The primary
mission is to provide air support for the San Diego Police Department, which includes all
SDPD service areas and Council Districts.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.



AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of this
technology.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were two (2) California Public Records Act requests referencing these technologies in
2024.

Requested Number Requested Date Closed Date
24-1779 03/11/2024 03/21/2024
24-2391 04/04/2024 04/11/2024



https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://experience.arcgis.com/experience/c24d611442564023af92f42759ee5c42/
https://data.sandiego.gov/datasets/?department=police&category=public-safety
https://data.sandiego.gov/datasets/?department=police&category=public-safety

ANNUAL COST

All four FLIR 380 HDc sensors were purchased with federal grant money. All four are
maintained with a Service Maintenance Agreement (SMA) through the manufacturer,

Teledyne FLIR, and paid by the department’s general funds. The annual cost is $44,000.00
per year, per unit.

The Avalex DVR has no yearly cost, except when service is needed. The Department currently
has six (6) DVRs.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to these technologies' Use Policies.
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San Diego Police Department

Unmanned Aerial Systems (UAS)

Department/Division: Police — Special Operations — Unmanned Aircraft System Unit
Related Policy/Procedure:

e DP 1.01- Department Directives

e DP 1.25- Inspections and Audits Protocol

e DP 1.45- Use of City/Department Computer Systems

e DP 1.49- Axon Body Worn Cameras

e DP 1.57- Military Equipment

e DP 3.02- Impound, Release, and Disposal of Property, Evidence, and Articles Missing
Identification Marks

e DP 3.26- Media Evidence Recovery and Impounding/Preserving Procedures

e DP 6.04- Case Report Form

e DP 6.06- Crime Scene Protection and Preliminary Investigation Reporting

e DP 8.23- Use of Small Unmanned Aircraft System

e DP 9.03- Obedience to Laws Policy

e DP 9.28- Department Reporting Policy

DESCRIPTION

Unmanned Aircraft Systems (UAS), also known as a “drone” is a small aircraft under 55
pounds, operated without the possibility of direct human intervention from within or on the
aircraft. The UAS was used to support first responders during critical incidents, to support
investigations, and to provide enhanced security overwatch and anti-terrorist efforts during
Special Events and large gatherings. The San Diego Police Department (SDPD) operated and
used the following UAS models: UAS 01-DJI Phantom 4, DJI Matrice, Brinc Lemur, Shield Al
Nova, DJI Mavic, Parrot Anafi, Acecore Zoe, Hoverfly, DJI Avata, Teledyne Flir Black Hornet,
and FotoKite Sigma. The Dejero Downlink Transmission System (DTS) is a live video
transmission system, based on bonded cellular network technology. The Dejero DTS consists
of three pieces of hardware: a transmitter, a receiver server, and a video management server.
The Dejero DTS does not contain any cameras or microphones; the only video transmitted is
via the UAS during authorized SDPD UAS Operations or Training.

UAS Technology and the Dejero DTS were utilized for the following mission types and
objectives in 2024:

e Support SWAT Unit during incidents involving a barricaded suspect believed to be
armed.

e Support SWAT during a high-risk warrant service.

e Searches for at-risk missing adult. (UAS only)

e Searches for at-risk missing juvenile. (UAS only)

e Aerial Overwatch at mass gathering special events to detect terrorism and criminal
activity.

o Searches for fleeing felony suspect believed to be armed. (UAS only)

e Search for a felony child molest suspect. (UAS only)

e Capture video and photographic evidence of major crime scenes. (UAS only)
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e Observe civil demonstrations to provide situational updates to incident commanders.

e Remotely inspect suspicious packages believed to be improvised explosive devices.

e Support Secret Service with Dignitary Protection details of Federal Government
employees.

e Searches for a missing driver of a vehicle collision believed to be injured. (UAS only)

o Search rooftops for a suspect’s discarded firearm to find evidence and support public
safety. (UAS only)

e Support City Emergency Operations Center during flood response efforts to provide
status on obstructed waterways and storm channels.

o Support Cal-Fire with a hazardous building inspection during a lithium battery
building fire. (UAS only)

e Support negotiation efforts during an incident involving a suicidal person threatening
to jump off a building.

SHARING OF DATA

Data collection, Data Access, Data Protection, Data Retention, Public Access, and Third Party
Data Sharing for all UAS platforms is listed in the Surveillance Use Policies.

During Calendar year 2024, all video and photographic digital media evidence that was
collected in response to a Law Enforcement Operation was impounded as evidence in
accordance with Department procedures and labeled with regard to the individual associated
investigation and case number. After the digital media evidence has been impounded, the
sharing of the individual data files is at the discretion of the investigator assigned to each
individual case in accordance with department procedures.

During one UAS Operation in 2024, video and photography was taken and retained but it was
not captured as law enforcement related evidence to a crime. The digital media was taken
and shared in support of Disaster Response efforts.

e May 20, 2024 — The San Diego Fire Department and Cal-Fire requested UAS Unit to
assist with the interior inspection of a lithium battery storage facility that had caught
on fire to collect data in structural integrity and the status of the fire. These videos
and photos were shared with the Cal-Fire incident command.

Data is not collected on the DTS technology. This equipment is only used to transmit a live
video feed from one source to another location. No data is recorded on this equipment and
therefore there is no sharing of data.

LOCATION

For the majority of the UAS aircraft models, UAS related digital media evidence is originally
collected onto a physical SD card located on the UAS. At the conclusion of the operation, UAS
staff physically uploads the digital media evidence onto a thumb drive and physically
impounds it in the property room, or digitally uploads the evidence onto the evidence.com
system. After the transfer is complete the UAS SD card is wiped.

For a few UAS systems, primarily the Hoverfly Tethered UAS, video and photographic digital
media evidence is not stored onto the UAS at any time. Digital media evidence is collected
onto an SD Card that is located an external video recording device that is connected to the
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UAS ground control station at the time of the operation. At the conclusion of the operation,
UAS staff physically uploads the digital media evidence onto a thumb drive and physically
impounds it in the property room, or digitally uploads the evidence onto the evidence.com
system. After the transfer is complete the SD card is wiped.

All of the computers, thumb drives, recording devices, and SD cards used in this evidence
collection, transfer, and impound process belong to the San Diego Police Department. No
personally electronic devices are used in this procedure.

The Dejero DTS is deployed with the SDPD UAS Unit which are primarily deployed citywide.
SDPD UAS may also be deployed out of city limits and out of county if requested by an
outside agency or if requested by an authorized SDPD unit who is responsible for a law
enforcement operation beyond city limits. A primary example of this is when the UAS Unit is
requested to collect aerial evidence photos for the SDPD Homicide Unit that is responsible to
conduct the investigation when the San Diego Sheriff’s department has an Officer Involved
shooting.

To use the Dejero DTS it must be connected to a “video source” like a video camera or the
ground controller display of an Unmanned Aircraft System (UAS). The Dejero DTS,
specifically the Engo, takes the live video feed from the “video source” and transmits it via
cellular signal to the Waypoint. The Waypoint is connected to the Cuepoint that creates an
internet access point. SDPD personnel, who have access credentials can then access this live
video via the internet.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes in the UAS or Dejero DTS as
described in the ordinance.

DEPLOYMENT LOCATION

UAS and Dejero DTS are utilized throughout San Diego County. Our primary mission is to
provide live video feed UAS assets for the San Diego Police Department.

UAS Technology was deployed to 102 incidents for SDPD. UAS camera technology was
utilized for 98 of these 102 incidents. Of the 98 incidents that camera technology was used,
at 61 of the incidents evidence was collected in either video or photographic form, while at
the other 37 incidents the UAS camera technology was used for observation only and did not
record any evidence.

UAS technology was physically flown for 93 of these 102 incidents, while UAS camera
systems were used in a non-flight capacity for 5 of these incidents, and the remaining 4
incidents the UAS technology was deployed to an incident but not utilized in any capacity.

Of the 102 incidents, 13 of them were requests to support outside law enforcement agencies
or city departments other than the San Diego Police Department. Of the 102 incidents, 10 of
them were conducted in locations outside of the city of San Diego.

In 2024, the Dejero DTS was utilized at 63 incidents. The Dejero DTS did not collect or retain
any evidence at any of these incidents and was used for live video transmission only from
the UAS (See below table for details).
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CATEGORY DEJERO DTS | DIVISION

SAR - Search and Rescue for Missing Persons NO NORTHERN
SWAT Support , High Risk Tactical Operation, or Suspect Search NO SOUTHEASTERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES MIDCITY

SAR - Search and Rescue for Missing Persons NO MIDCITY

SWAT Support, High Risk Tactical Operation, or Suspect Search YES MIDCITY
Special Events (Enhanced Security) NO NORTHERN
Special Events (Enhanced Security) NO NORTHERN
Special Events (Enhanced Security) NO NORTHERN
Special Events (Enhanced Security) NO NORTHERN
Other (i.e. Inspections, Disaster Response, etc) YES SOUTHEASTERN
Other (i.e. Inspections, Disaster Response, etc) YES SOUTHEASTERN
SWAT Support, High Risk Tactical Operation, or Suspect Search NO NORTHERN
Crime Scene Evidence Collection NO SOUTHERN
Crime Scene Evidence Collection NO SOUTHERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES MIDCITY

SWAT Support , High Risk Tactical Operation, or Suspect Search YES NORTHERN

Civil Demonstrations and Civil Unrest NO NORTHEASTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search NO WESTERN

Civil Demonstrations and Civil Unrest YES NORTHERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES MIDCITY

SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SAR - Search and Rescue for Missing Persons NO CENTRAL

Crime Scene Evidence Collection NO SOUTHEASTERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
SWAT Support , High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
SWAT Support , High Risk Tactical Operation, or Suspect Search NO SOUTHEASTERN
Crime Scene Evidence Collection NO MIDCITY

SWAT Support , High Risk Tactical Operation, or Suspect Search NO WESTERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
SWAT Support, High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES CENTRAL

Crime Scene Evidence Collection NO MIDCITY

Civil Demonstrations and Civil Unrest NO NORTHEASTERN
Crime Scene Evidence Collection NO OUT OF CITY
SWAT Support , High Risk Tactical Operation, or Suspect Search YES NORTHEASTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
Crime Scene Evidence Collection NO SOUTHERN
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CATEGORY (continued) DEJERO DTS DIVISION

Other (i.e. Inspections, Disaster Response, etc) NO Out of City
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES CENTRAL
SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHERN
SAR - Search and Rescue for Missing Persons NO NORTHWESTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES MIDCITY
SWAT Support , High Risk Tactical Operation, or Suspect Search YES MIDCITY
Crime Scene Evidence Collection NO EASTERN
SAR - Search and Rescue for Missing Persons NO NORTHEASTERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
Crime Scene Evidence Collection NO EASTERN
Special Events (Enhanced Security) YES WESTERN
Special Events (Enhanced Security) YES CENTRAL
Special Events (Enhanced Security) YES CENTRAL
Special Events (Enhanced Security) YES CENTRAL
SWAT Support, High Risk Tactical Operation, or Suspect Search NO OUT OF CITY
Special Events (Enhanced Security) YES CENTRAL
Crime Scene Evidence Collection NO CENTRAL
Special Events (Enhanced Security) YES CENTRAL
SWAT Support, High Risk Tactical Operation, or Suspect Search YES SOUTHERN
Special Events (Enhanced Security) NO CENTRAL
Special Events (Enhanced Security) NO CENTRAL
Crime Scene Evidence Collection NO WESTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
SWAT Support, High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
SWAT Support , High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
SWAT Support, High Risk Tactical Operation, or Suspect Search YES OUT OF CITY
Special Events (Enhanced Security) YES NORTHERN
SWAT Support, High Risk Tactical Operation, or Suspect Search NO SOUTHERN
Special Events (Enhanced Security) YES NORTHERN
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CATEGORY (continued) DEJERO DTS DIVISION

SWAT Support, High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES CENTRAL

SWAT Support, High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES NORTHERN
Special Events (Enhanced Security) YES NORTHERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES EASTERN

SWAT Support, High Risk Tactical Operation, or Suspect Search YES EASTERN

SWAT Support, High Risk Tactical Operation, or Suspect Search YES NORTHWESTERN
SWAT Support , High Risk Tactical Operation, or Suspect Search YES WESTERN
Special Events (Enhanced Security) YES CENTRAL
Special Events (Enhanced Security) YES CENTRAL
Special Events (Enhanced Security) YES CENTRAL
Special Events (Enhanced Security) YES CENTRAL

Crime Scene Evidence Collection NO SOUTHEASTERN
SAR - Search and Rescue for Missing Persons NO NORTHERN
Special Events (Enhanced Security) YES CENTRAL
Special Events (Enhanced Security) YES CENTRAL

SWAT Support , High Risk Tactical Operation, or Suspect Search YES SOUTHEASTERN
SWAT Support, High Risk Tactical Operation, or Suspect Search NO NORTHERN
Crime Scene Evidence Collection NO CENTRAL
Special Events (Enhanced Security) NO NORTHERN
Special Events (Enhanced Security) NO NORTHERN
SWAT Support , High Risk Tactical Operation, or Suspect Search NO NORTHERN

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

SDPD is not aware of data breaches or unauthorized access to the data collected by these
surveillance technologies.
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DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by SDPD’s Department of IT. For additional details related to IT governance
processes, refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

The UAS Unit does not produce, collect or share crime statistics.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There was one Public Records Act requests regarding these surveillance technologies.

Request Number Request Date Closed Date

=3 10/28/2024 11/5/2024

ANNUAL COST

During the 2024 Calendar year, the following funding sources supported procurement of
SDPD UAS technology for new equipment and ongoing maintenance costs.

e City General funding supported $0.00.

e DOJ Seized Assets special funding source supported $63,091.06.

e California Seized Assets special funding source supported $9,042.39.
e State COPS special funding source supported $20,001.63.

o UASI Grant funding supported $453,155.42.

No new Dejero DTS hardware technology was procured this Calendar year. The current
annual costs to support sim card data plans for these devices to operate is approximately
$7,200.00.

17


https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://experience.arcgis.com/experience/c24d611442564023af92f42759ee5c42/
https://data.sandiego.gov/datasets/?department=police&category=public-safety
https://data.sandiego.gov/datasets/?department=police&category=public-safety

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to these technologies’ Use Policies.
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San Diego Police Department

Covert Audio and Video Technology

Department/Division: Police - Investigations II - Robbery
Related Policy/Procedure:

e DP 3.02 - Impound, Release, and Disposal of Property, Evidence, and Articles Missing
Identification Marks
e DP 3.26 — Media Evidence Recovery and Impounding/Preserving Procedures

DESCRIPTION

The San Diego Police Department utilizes the below listed audio/video recording equipment
to create objective real-time recordings or to provide officer safety during covert
investigative operations.

Covert Audio Recording Devices (Record Only): The Department utilizes covert audio
recording devises (record only) to create objective real-time recordings. Audio obtained from
this technology was used by the investigator requesting the equipment. Successfully
recorded audio is maintained by the Detective for their investigation. The audio file will be
attached to their investigation. The Covert Audio Recording Devices are generally utilized
through a phone line. The devices were used 128,814 times during the 2024 calendar year.
The usage of the devices is tracked by each individual call or text. That number includes all
the calls and texts recorded during each operation. Each operation can have numerous
investigators utilizing the system at once.

Covert Cloud Based Mobile Application: The Department utilizes a covert cloud based mobile
application (CBMA) and software for audiovisual recording, audio recording, GPS location,
and recording of text/multimedia messages. A CBMA is designed to create objective real-
time recordings and documentation to develop and further investigations, and to protect
undercover operators at risk during sensitive investigations. The Department utilized 107
lines in the 2024 calendar year.

PTZ Cloud Based System: The Department utilizes Pan/Tilt/Zoom (PTZ) video camera
recorders internally and transmit the video data to a cloud-based server. The purpose is to
create objective real-time video recordings to develop and further investigations. The PTZ
camera capabilities are valuable when conditions change while the equipment has been
deployed and the camera can be adjusted for those changes. The device is used in areas
where there are repeat offenses and/or more evidence is needed for a successful
apprehension of a suspect. This technology was not utilized during the 2024 calendar year.

Trail Cameras: The Department utilizes battery powered motion activated “trail” cameras.
These cameras are used when normal power sources for other equipment is unavailable. This
device is used in areas where there are repeat offenses and/or more evidence is needed for
the successful apprehension a suspect. This technology was not utilized during the 2024
calendar year.

PTZ Video Camera Mobile Units: The Department utilizes Pan/Tilt/Zoom (PTZ) video
cameras with recorders to create objective real-time video recordings to develop and further
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investigations. The PTZ camera capabilities are valuable when conditions change while the
equipment has been deployed and the camera can be adjusted for those changes. The device
is used in areas where there are repeat offenses and/or more evidence is needed for the
successful apprehension of a suspect. The system was utilized five times during the calendar
year 2024.

Power Over Ethernet Digital Video Recorder and Cameras: The Department utilizes power
over ethernet digital video recorders (POE/DVR and POE/NVR) to create objective real-time
recordings to develop and further investigations. The systems use PTZ (Pan-Tilt-Zoom)
cameras and fixed cameras. These systems are used in areas where there are repeat offenses
and/or more evidence needs to be collected for a successful apprehension of a suspect. The
cameras utilized within this technology include POE Digital Video Cameras, POE Network
Video Cameras, POE Video Cameras, and PTZ Video Cameras. All of the cameras will not
operate without the Digital Video Recorder (DVR) or the Network Video Recorder (NVR).

This technology was only utilized once during the calendar year 2024.

Covert Audio Recording Devices (Remote Listening Capable): The Department utilizes covert
audio recording devices (remote listening capable) to create objective real-time recordings
and to protect undercover operators at risk during sensitive operations. The covert audio
recording devises with remote listening capability currently in the Department’s inventory
are outdated and no longer in use. They are not functional and were not utilized during the
2024 calendar year. The Department is currently researching modern equipment with the
same capability to replace the existing non-functional technology.

Covert Audio/Visual Recording Devices: The Department utilizes covert audio recording
devices to create objective real-time recordings and to protect undercover operators at risk
during sensitive operations. This technology was not utilized during the 2024 calendar year.

SHARING OF DATA

Audio and/or video obtained from this technology is used by the Detective requesting the
equipment. Successfully recorded audio and/or video recorded is maintained by the
Detective for use in their investigation(s).

Recorded files may be released to other authorized and verified law enforcement officials and
agencies for legitimate law enforcement purposes, which includes criminal investigations
and prosecution as allowed by law.

LOCATION

Most of the use for these devices are in undercover operations based on information the
detective has obtained during their investigation. The devices have been used in locations
which are based on those investigations and are placed at specific locations to watch specific
targets.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities. Modems were exchanged, but there was no
functionality or features added.
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DEPLOYMENT LOCATION

This technology was utilized in all of the San Diego Police Department service areas. Most
locations are confidential and are being withheld in compliance with the ordinance
safeguards against releasing confidential or sensitive information.

The only use during the 2024 calendar year of the Power Over Ethernet Digital Video
Recorder and Camera technology was of a subject leaving suspicious devices at a City of San
Diego Fire Station in Golden Hill (Central Division). Cameras were set up to monitor the
entrance of the fire station where the subject had been leaving the items. The subject could
be seen dropping the items and then leaving westbound. The subject was identified with the
assistance of the video.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

There were not any data breaches or unauthorized access to the data collected by the
surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
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summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding these technologies.

ANNUAL COST

Covert Audio Recording Devices (Record Only): The units were a one-time fee to purchase.
The units record to a hard drive on each individual unit. The units do not use or have access
to a cloud system. There are no service fees for these devices other than the original
purchase price.

Covert Audio Recording Devices (Remote Listening Capable): Not currently in use.

Covert Audio/Video Recording Devices: The devices were a one-time fee to purchase. There
are no annual costs for this technology.

Covert Cloud Based Mobile Application: The cost for this service is $23,984.76 a year.

Power Over Ethernet Digital Video Recorder and Cameras: Two of the systems have remote
viewing, which need a cell phone SIM card. There are no other costs to run these systems.

PTZ Cloud Based System: There will be a cost for a cell phone SIM card when the device is
put into use.

PTZ Video Camera Mobile Units: There will be a cost for a cell phone SIM card when the
device is put into use.

Trail Cameras: The units were a one-time fee to purchase. There are no annual costs for this
technology.

There were no independent personnel costs outside of the normal course of the operators’
duties.

The funding for these technologies was provided by a Justice Assistance Grant (JAG).

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to these technologies' Use Policies.
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San Diego Police Department

Mobile Device Forensic Technologies

Department/Division: Police - Crime Laboratory
Related Policy/Procedure:

e DP1.45 -Use of City/Department Computer System

e DP 3.02 -Impound, Release, and Disposal of Property, Evidence, and Articled Missing
Identification Marks

e DP 3.26 — Media Evidence Recovery and Impounding/Preserving

DESCRIPTION

The San Diego Police Department (SDPD) Crime Laboratory is one of the few laboratories in
the country with an accredited Forensic Technology Unit (FTU) staffed by civilian personnel.
FTU’s mission is to provide SDPD and the citizens of San Diego with comprehensive,
impartial, reliable, accurate, and timely scientific analysis of evidence by experts skilled in
the latest mobile device forensic technologies.

“Mobile device forensic technologies” (MDFT) is a generic term describing the tools which
are used to extract and analyze data from mobile devices (such as cell phones) and
generate/review reports from that extracted data. The MDFT currently utilized by the SDPD
are Cellebrite Premium/UFED and Physical Analyzer (now called Cellebrite Inseyets), Magnet
Axiom (Axiom), and Magnet Graykey (Graykey).

SDPD utilizes MDFT only when proper legal authority is obtained. Only those that have been
trained and certified by FTU are authorized to use MDFT. All new users must be manually
authorized and enabled by FTU before being given access to the tools.

The Cellebrite Premium/UFED (Cellebrite) and Graykey tools are designed to complete
extractions without altering any of the data or adding data to the phone. Due to the large
variety of mobile device models and manufacturers, not all mobile devices can be extracted;
both tools are utilized because different tools support different types of devices. The
Cellebrite and Graykey tools can also extract data that has been deleted or hidden.

Once the data is extracted, the Cellebrite Physical Analyzer and Axiom tools are used to
categorize and analyze extracted data, then generate reports for assigned investigators to
review. Both tools are often used together because each tool interprets the extracted data
differently; the resulting reports typically supplement each other.

Extracted data is stored in user-specific secure folders on SDPD networks; only the user who
extracted the data has access to it. The resulting report(s) generated from extracted data are
only shared with those who have obtained proper legal authority to review those report(s).
The SDPD networks that store this data are managed by the FTU and IT/Data Systems
analysts.

Approximately 140 terabytes (TB) of data were generated via MDFT in 2024, impacting over
350 investigations through the forensic extraction of approximately 576 evidentiary mobile
devices.
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SHARING OF DATA

Data was only shared according to the approved Use Policies. The resulting report(s)
generated from extracted data are only shared with those who have obtained proper legal
authority to review those report(s). Proper legal authority is defined by the California
Electronic Communications Privacy Act [ECPA; SB 178 (2016) codified in Penal Code 1546.1].

Data that has been extracted using MDFT is not shared with external sources without a court
order or other legal proceedings such as discovery. The extracted data is considered
confidential, and there is no third-party access or sharing. Vendors do not have access to the
extracted data.

LOCATION

The MDFT are only installed on SDPD systems and utilized on evidentiary mobile devices
according to the approved Use Policies.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

Software updates typically provide support for additional mobile device models, applications,
operating systems, and/or enhance performance of the tools. Installing software updates
allows SDPD to investigate more types of evidentiary mobile devices and/or the data stored
on them. The following software updates were installed on the MDFT:

Cellebrite Cellebrite Magnet Magnet Graykey
Premium Physical Axiom
Analyzer

7.64.0.271 7.66.0.9 7.10.1.39284 | 1.17.7.26651541 [ 3.30.0b2.26811624

7.65.404, 7.67.0.15 8.0.0.39753 | 1.17.7.26651541 [ 3.30.0.26870903
7.66.0.138 7.68.0.25 8.1.0.40287 | 1.17.7.26651541 [ 3.30.0.26881838
7.68.0.809 7.69.0.10 8.2.0.40565 | 1.17.7.26651541 [ 3.31.0b0.26941704
7.69.0.1397 8.3.0.41805 | 1.17.7.26651541 /[ 3.31.0.27012057
7.70.0.180 8.3.1.41227 1.17.7.26651541 [ 3.32.0b0.27131744

8.4.0.41469 | 1.17.7.26651541 / 3.32.0b4.27210103
8.5.1.41927 1.17.7.26651541 [ 3.32.1.27291815
8.7.1.42615 1.20.0.27301552 / 3.33.0b5.27380103
1.20.1.27412205 [ 4.0.0b7.27551831
1.20.1.27412205 [ 4.0.0.27561855
1.21.0.27571328 | 4.1.0b3.27691603
1.21.0.27571328 / 4£.1.0.27711255
1.22.0.27801658 [/ 4.3.0.28061600
1.22.0.27801658 [ 4.4.0b3.28131828
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Premium Physical

Cellebrite Cellebrite Magnet Magnet Graykey
Analyzer

1.22.0.27801658 [ 4.4.0b4.28141809
1.22.0.27801658 [ 4.4.0b5.28190003
1.22.0.27801658 [ 4.4.0.28191612
1.22.0.27801658 [ 4.5.0b4.28392127
1.22.0.27801658 / 4.5.0b5.28411541
1.22.0.27801658 / 4.6.0b0.28431821
1.22.0.27801658 [ 4.6.0b3.28520142
1.22.0.27801658 [ 4.6.0.28551833
1.23.0.28551906 / 4.7.0b2.28700003
1.23.0.28551906 [ 4.7.0.28811810
1.23.0.28551906 / 4.8.0b1.28881331
1.23.0.28551906 / 4.8.0b3.28902019
1.24.0.28720042 [ 4.9.0b1.29021511
1.24.1.29051749 | 4.9.0.29131810
1.24.1.29051749 [ 5.0.0b0.29191357
1.24.2.29241656 [ 5.1.0.29371940
1.24.2.29241656 [ 5.2.0b2.29401809
1.24.2.29241656 [ 5.2.0b4.29461826
1.24.2.29241656 [ 5.2.0b10.295300002
1.24.2.29241656 [ 5.3.0b6.29672002
1.24.2.29241656 [ 5.3.0.29721313
1.24.2.29241656 [ 5.4.0b3.29821222
1.24.2.29241656 [ 5.5.0.29941342
1.24.2.29241656 [ 5.5.1.30021836
1.24.2.29241656 [ 5.6.0b2.30181931
1.25.0.30192015 / 5.6.0.30251529

DEPLOYMENT LOCATION

The MDFT are only deployed in secured rooms at SDPD headquarters.
COMMUNITY COMPLAINTS OR CONCERNS

SDPD is committed to protecting the civil rights and liberties of our citizens as presented to
the City Council for approval of this technology. SDPD has not received any complaints or
concerns about this surveillance technology or received any reports of disproportionate
impacts. The Use Policies continue to protect civil rights and civil liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.
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DATA BREACH OR UNAUTHORIZED ACCESS

There were no data breaches or unauthorized access to the data collected by the surveillance
technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by SDPD’s Department of IT. For additional details related to IT governance
processes, refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

FTU and IT/Data Systems are the administrators of the mobile device extraction networks.
Network security is monitored on a daily basis for unauthorized activity, and regular
maintenance is performed.

Key card access logs are reviewed annually.

Each use of the MDEFT is reviewed by FTU.

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There was one Public Records Act request. The open and close dates are as follows:

CPRA # Open Date Close Date
24-5098 7/26/24 8/5/24
ANNUAL COST

The approximate costs of the MDFT for 2024 total $177,126.81 and were paid via the general
fund. The cost per technology is listed below:

e Cellebrite UFED/Premium: $133,369.38
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e Magnet Graykey: $30,717.43
e Magnet Axiom: $13,040

The approximate costs of the MDFT for 2025 total $211,310.03 and will be paid via the
General Fund. The cost per technology is listed below:

e Cellebrite Inseyets: $162,365.03
e Magnet Graykey: $33,105
e Magnet Axiom: $15,840

REQUESTED MODIFICATIONS TO THE USE POLICY

Cellebrite renamed their UFED suite of tools to Inseyets. Staffing in the FTU also expanded
in 2024. FTU staff who are not criminalists may be trained to utilize the technologies to
support the work of the unit. Therefore, the draft modified Use Policy has been amended to
reflect the product name and personnel description change.
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San Diego Police Department

Tactical Throw Phone and Commander II

Department/Division: Police - Emergency Negotiations Team
Related Policy/Procedure:

o DP 8.14 - Incidents Involving Hostage/Emergency Negotiations

DESCRIPTION

The San Diego Police Department Emergency Negotiations Team utilizes the 836
Technologies Tactical Throw Phone and the 836 Technologies CINT Commander II during
critical / crisis incidents involving life-threatening behavior. The equipment aids crisis
negotiators in communicating with involved parties, suspects, and hostages to assist in
efforts to bring these potentially life-threatening incidents to a peaceful resolution.

Neither the 836 Technologies Tactical Throw Phone nor the 836 Technologies CINT
Commander II was utilized during the 2024 calendar year.

SHARING OF DATA

No data was acquired by the 836 Technologies Tactical Throw Phone or the 836 Technologies
CINT Commander II during the 2024 calendar year.

LOCATION

Neither the 836 Technologies Tactical Throw Phone nor the 836 Technologies CINT
Commander II was utilized during the 2024 calendar year.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities of these items.

DEPLOYMENT LOCATION

Neither the 836 Technologies Tactical Throw Phone nor the 836 Technologies CINT
Commander II was utilized during the 2024 calendar year.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.
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AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
these surveillance technologies.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:
https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS
There were no Public Records Act requests regarding these technologies in 2024.
ANNUAL COST

There were no associated costs for the use of the 836 Technologies Tactical Throw Phone or
the 836 Technologies CINT Commander II during the 2024 calendar year.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.
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San Diego Police Department

Investigative Tools
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San Diego Police Department

Berla iVe Toolkit

Department/Division: Police - Traffic Investigations Unit (TIU)
Related Policy/Procedure:

e DP 3.26 — Media Evidence Recovery and Impounding-Preserving Procedures

DESCRIPTION

The Berla equipment is used after a crime has been committed and an involved vehicle has
been located and recovered. The Berla equipment allows an authorized user to attempt to
acquire and analyze data from the involved vehicle. The equipment is used by sworn peace
officers who have been trained and/or certified by Berla. Use of the Berla equipment requires
a valid warrant or consent from the vehicle’s owner.

The Berla equipment was used 10 times in 2024.

SHARING OF DATA

Each of the ten uses of the Berla equipment in 2024 was in relation to a felony criminal
investigation. The information obtained during the search was therefore included as
evidence and provided to the requesting detective. If the case resulted in prosecution, the
detective would be required to provide the data to the prosecuting attorney. This would also
require the data be provided to the defense attorney through the discovery process.

All ten uses were for criminal investigations conducted by the SDPD. No uses were for
agencies outside the Department. Of the ten BERLA downloads from 2024, three belonged to
Traffic Investigations. Of the three, one is still under investigation and will be sent forward
to the District Attorney’s (DA) Office at a later date. Another had incomplete information and
could not be sent forward to the DA’s Office, and the third case was submitted to the DA’s
Office with BERLA disclosure in the investigator follow-up.

The seven other BERLA downloads were done for other SDPD units and provided to the
assigned investigator. Of those cases, all but one were sent forward to the DA’s Office. One
was unable to be completed due to the responding unit being disabled on the subject vehicle.

LOCATION

The Berla equipment is kept in a locked cabinet in a Department facility and access is limited
to authorized sworn personnel. The computer storing the Berla software is password
protected and only authorized users may access it.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

In 2024, Berla issued five software updates:
e 4.6 — Additional support for Toyota vehicles
e 4.7 — Additional supported for Volkswagen and Toyota vehicles
e 4.8 — Enhanced acquisitions for Stellantis vehicles
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e 4.9 — Expanded support for Honda vehicles
e 4.10 — Added support for Hyundai vehicles

DEPLOYMENT LOCATION

Use of the Berla equipment is done on vehicles that were impounded as evidence and stored
at SDPD Traffic Division; therefore, the equipment does not need to be deployed to outside
locations. Traffic Division is located in the Eastern Division police service area.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

Alog is kept of those investigators that requested a Berla analysis. The operator of the Berla
is also logged. Use of the Berla equipment requires a valid warrant or consent from the
vehicle’s owner. There were no reported violations of the Surveillance Use Policy or SDPD
Policy or Procedure regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

There have been no known data breaches or unauthorized access to the data collected by the
surveillance technology.

DATA BREACH DETECTION

The Berla equipment is not connected to a network.

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
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dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS
There are no requested modifications to this technology’s Use Policy.
ANNUAL COST

The annual software renewal fee for the Berla technology is $3,250 and is funded through
the General Fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.
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San Diego Police Department

Cellhawk

Department/Division: Police - Crime Analysis Unit
Related Policy/Procedure:

e DP1.45 - Use of City/Department Computer Systems
e DP 4.13 - Non-Official or Personal Custody of Records/Files/Recordings Policy

DESCRIPTION

CellHawk is a specialized mapping software that is used in investigations to visualize
location-based data for analysis in cases typically involving cell phones. Detectives and
Crime Analysts utilize CellHawk’s symbolized visualization of this type of data to determine
the general or specific whereabouts of a subject’s cell phone in relation to a criminal
investigation.

238 cases with 4,131 location-based files were successfully uploaded into the system in 2024.

SHARING OF DATA

Data is not acquired through the use of CellHawk, as it is merely specialized mapping
software used to visually represent location-based files that are uploaded into the system.

Files can be viewed by either Detectives or Crime Analysts that upload records into the
system, sometimes working in conjunction with one another on an investigation. Analytical
byproducts produced from the use of the technology may be included in investigative
submission packets shared with the District Attorney’s office for criminal proceedings.

Additionally, files retained in the system can be accessed by CellHawk analysts. Typically, the
scenario in which this would happen involves the user (Detective or Crime Analyst) reaching
out to a CellHawk analyst for assistance on either uploading a file into the system or
interpreting the results once an upload is complete.

e Every CellHawk analyst is required to meet Criminal Justice Information Services
(CJIS) certification standards in order to work with the application. No vendor
analysts have access to the underlying data available in a specific agency’s profile
with the exemption of exigent support. Two of the CellHawk analysts are designated
as certified exigent support staff and have the ability to view data on an agency’s
profile if the agency grants permission. However, this permission would only be
granted on a specific basis for work on a specific case and not be granted for the
entire agency’s available data.

LOCATION

CellHawk is a web-based application. There are no local programs or hardware installed for
this technology on any Department computers.
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UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.

DEPLOYMENT LOCATION

The surveillance technology is accessed by centralized investigative units and Crime
Analysis, primarily based at the SDPD’s headquarters (Central Division service area), and
Traffic (Eastern Division service area). However, as a web-based application, it can be
accessed from other department locations citywide.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

While this technology is used in support of active criminal investigations, there is no direct
correlation between the use of CellHawk and overall Citywide crime statistics.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a city
neighborhood.
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Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS
There were no Public Records Act requests regarding this technology.

ANNUAL COST

CellHawk’s cost to the SDPD is approximately $19,800 per fiscal year, and is a recurring cost
factored into the SDPD’s Information Technology Unit’s budget.

There are no ongoing or personnel costs associated with it.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.
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San Diego Police Department

CP Clear and TLOxp

Department/Division: Police - Crime Analysis Unit
Related Policy/Procedure:

e DP 1.45 - Use of City/Department Computer Systems
e DP 4.13 - Non-Official or Personal Custody of Records/Files/Recordings Policy

DESCRIPTION

CP Clear is an internet-based online service provided by Thomson Reuters. It offers real-
time resources to locate information about individuals, utilities, and assets. It is a valuable
tool for exigent circumstances such as child abductions, homicides, sex crimes, fugitive
apprehension, missing persons, and kidnapping for ransom.

16,307 searches were conducted within the tool by Department personnel in 2024.

TLOxp is an internet-based, online service provided by TransUnion. As defined on TLO.com,
“TLOxp® is the latest generation of the technology that originated the science of data fusion.
Built on an architecture of supercomputers running proprietary linking and assessment
algorithms, TLOxp filters through a massive repository of public and proprietary data almost
instantly.” It offers real-time resources to locate information about individuals, utilities,
and assets. It is used to support San Diego Police Department criminal investigations.

61,363 searches were conducted within the tool by Department personnel in 2024.

SHARING OF DATA

Reports provided by the CP Clear and TLOxp systems are compiled using already existing
publicly available 3 party datasets acquired by both vendors. Records can be viewed by
either Detectives or Crime Analysts that generate reports from the system, sometimes
working in conjunction with one another on an investigation. Analytical byproducts
produced from the use of the technology may be included in investigative submission
packets shared with the District Attorney’s office for criminal proceedings.

LOCATION

CP Clear and TLOxp are web-based applications. There are no local programs or hardware
installed for these technologies on any Department computers.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.

DEPLOYMENT LOCATION

These surveillance technologies are accessed by centralized investigative units and Crime
Analysis, based at the SDPD’s headquarters (Central Division service area), and by area
station investigators from their respective commands located within the City.
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COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding these technologies.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
these surveillance technologies.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

While these technologies are used in support of active criminal investigations, there is no
direct correlation between the use of CP Clear/TLOxp and overall Citywide crime statistics.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding these technologies.
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ANNUAL COST

CP Clear’s cost to SDPD is approximately $24,000 per fiscal year and is a recurring cost
factored into the SDPD’s Information Technology Unit’s budget.

TLOxp’s cost to SDPD is approximately $15,000 per fiscal year and is a recurring cost
factored into the SDPD’s Information Technology Unit’s budget.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to these technologies’ Use Policies.
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San Diego Police Department

Nighthawk (Data Analytics Tool)

Department/Division: Police - Investigations II - Robbery
Related Policy/Procedure:

e DP1.45 - Use of City or Department Computer Systems

DESCRIPTION

The San Diego Police Department utilizes the Leads-Online Nighthawk system to assist
investigators with data analysis. The system provides a comprehensive data analysis tool for
investigators and department analysts. Nighthawk allows its users to integrate collected data
from various sources. The system organizes and provides the user an efficient means of
searching through large amounts of collected data during a criminal investigation.

The San Diego Police Department currently has 40 registered accounts. The Nighthawk
system was accessed 2,214 times by its registered users in the 2024 calendar year.

SHARING OF DATA

Data is not acquired through the use of Nighthawk, as it is merely a data analysis tool used
to integrate collected data from different sources.

Uploaded files can be viewed by either detectives or crime analysts that upload files into the
system, sometimes working in conjunction with one another on an investigation.

If the user, a detective or crime analyst, requests assistance from a Nighthawk analyst for
assistance on either uploading a file into the system or interpreting the results once an
upload is complete, the files retained in the system can be accessed by Nighthawk analysts.

Every investigator or analyst assigned a Nighthawk license are required to meet Criminal
Justice Information Services (CJIS) certification standards in order to work with the
application. The Nighthawk licenses that provide access to the system are assigned to an
individual investigator or analyst.

LOCATION

Nighthawk is a cloud-based application used by investigators and analysts. Investigators
and analysts assigned to investigative units that frequently handle cases that require
extensive data analysis are provided access to the Nighthawk system.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes in 2024.
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DEPLOYMENT LOCATION

This surveillance technology is a cloud-based application for integrating data from various
sources. It was utilized during investigations from all service areas within the City of San
Diego.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.
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CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding this technology.

ANNUAL COST

The cost for the service is $87,960 a year. This amount is the cost of the service for FY2025
as part of a five-year contract with Leads-Online. It provides Nighthawk licenses and access
for 40 department members.

The funding source for the Nighthawk system is the Department of Justice (DOJ) seized
assets fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.
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San Diego Police Department

RealQuest Online Services

Department/Division: Police - Traffic
Related Policy/Procedure:

e DP1.45 - Use of City / Department Computer Systems

DESCRIPTION

The San Diego Police Department’s Abandoned Vehicle Abatement Unit utilizes Realquest
Online Services to address complaints made by community members regarding abandoned or
inoperable vehicles stored on private property using public records and open-source
information.

During the year 2024, Realquest Online Services were utilized approximately five times for
the purpose of obtaining contact information of a property owner. The property owner was
then contacted in relation to a community member’s complaint regarding an abandoned or
inoperable vehicle stored on their property.

SHARING OF DATA

The information obtained from Realquest Online Services is attached to an abatement civil
case and is filed with City staff. SDPD does not share data gathered with any other entities.

LOCATION

Realquest Online Services is an online/internet based platform and is only accessed through
secure Department computers via user login authentication. The data accessed is not stored
on City hardware unless downloaded from the web application for use in a qualifying
investigation. The downloaded data would then be maintained in an active case file.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.

DEPLOYMENT LOCATION

This surveillance technology was deployed by the Abandoned Vehicle Abatement Unit for all
police service areas. The surveillance technology, Realquest Online Services, was only
accessed from secure department computers via user login authentication.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
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of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic- plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of this
technology.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

Realquest Online Services was utilized five times for the purpose of obtaining contact
information of a property owner and was successful in gaining compliance by all five owners
to move the vehicle and avoid further proceedings.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding this technology.

ANNUAL COST

The Realquest Online Services annual subscription costs approximately $2,397, including a
3% yearly increase and is funded through the Department’s general fund.
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REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.
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San Diego Police Department

Vigilant: Automated License Plate Recognition (ALPR)

Department/Division: Police - Watch Commander
Related Policy/Procedure:

e DP 1.51 Automatic License Plate Recognition (ALPR)
e DP 3.02 Property and Evidence

DESCRIPTION

Vigilant ALPR utilizes mobile and fixed cameras to scan license plates and compare the
license plates against a database of wanted vehicles. This data is also queried by officers and
investigators during investigations to identify suspect vehicles in real time or during follow-
up investigations.

o The San Diego Police Department subscribes to Vigilant in order to gain access to
their nationwide database. The SDPD does not have any hardware assets and
therefore does not contribute data to the Vigilant System.

SHARING OF DATA

The San Diego Police Department does not gather information or data. Vigilant technology is
a web-based system that collects data from legally obtained sources and shares it with
authorized users.

The legally obtained resources are from California law enforcement agencies and private
companies (Towing Companies) which collect data using ALPR. Each individual agency or
company then shares the data with Vigilant.

LOCATION

Vigilant is a web-based system and SDPD does not have any physical equipment.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

No updates, upgrades or configurations were done to the system that resulted in the
expansion or contraction of system access, data retention, or data access.

DEPLOYMENT LOCATION

Vigilant is a web-based system and SDPD does not have any physical equipment.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

49



AUDITS OR INVESTIGATIONS

A supervisor of the Special Projects and Legislative Unit conducted weekly audits of the
system. Any identified discrepancies with metadata entries were immediately addressed with
the user.

e All documentation provided to officers regarding improper use of the system is
considered a personnel record and not subject to disclosure per California Penal Code
section 832.7 and California Evidence Code section 1043 (peace officer personnel
records).

DATA BREACH OR UNAUTHORIZED ACCESS

There were no data breaches or unauthorized access to the data collected by the surveillance
technology.

DATA BREACH DETECTION

The City’s Department of Information Technology (IT) oversees the IT governance process

and works with SDPD’s Department of IT regarding project execution and risk assessment,

selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

. https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-
sd.pdf

Encryption, firewalls, authentication, and other reasonable security measures shall be
utilized to protect digital evidence from the Vigilant ALPR database.

INFORMATION AND STATISTICS

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding this technology.

ANNUAL COST

For CY 2024 a payment of $2,600 was made on 08-01-2024 for the non-commercial version.

For CY 2025 the cost of access to the commercial version of Vigilant will be $54,750.
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All funding sources are from the City General Fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.

51



ol &

San Diego Police Department

Overt Technologies

OOOOOOOOOOOOOOOOOOO



San Diego Police Department

ARTECO - Camera Trailer - Skywatch

Department/Division: Police - Operational Support - Logistics Unit
Related Policy/Procedure:

e DP 3.02 - Impound, Release, and Disposal of Property, Evidence and Articles Missing
Identification Marks
e DP1.49 — AXON Body Worn Cameras

DESCRIPTION

These three technologies are assigned to the Department’s Logistics Unit and provide
support for first responders and command personnel during critical incidents, disasters,
special events, large gatherings, as well as all hazard events. They are as follows:

The SKYWATCH Observation Tower provides a raised platform for viewing by up to two
personnel. This unit is equipped with one pan tilt zoom (PTZ) camera and can provide real-
time video to the person occupying Skywatch during an incident. The SKYWATCH Tower is
used for live situational awareness, enhanced security overwatch during large events and
gatherings and as a visual deterrent. In 2024, this technology was used during seven events.

Command Vehicles utilize the Arteco video management system (VMS)/camera to provide a
camera and viewing platform to view real-time video around a command post. The real-time
video provides situational awareness and security to personnel and decision-makers working
at a command post. This surveillance technology is mounted onboard three command vehicles
(Mobile 1, 4, and 7). The surveillance technology was used for live situational awareness,
enhanced security overwatch during large events and gatherings and as a visual deterrent. In
2024, this technology was used during 19 events.

The Camera Trailer Camera Systems are used to support first responders and command
personnel during critical incidents, disasters, special events, and large gatherings by
providing video to a command post from a remote location. The cameras have the ability to
provide real time video in order to furnish critical information to decision makers, as well as
record video to retain potential evidence. The Camera Trailer Camera Systems’ six mobile
trailers are used for live situational awareness, enhanced security overwatch during large
events and gatherings, as well as being used as a visual deterrent. In 2024, this technology
was used during 13 events.

SHARING OF DATA

The Logistical Support Unit received no data-sharing requests from these surveillance
technologies during the 2024 calendar year.

LOCATION

These technologies are mounted onboard the specific conveyances listed above.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES
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There have been no updates, upgrades, or configuration changes that expanded or reduced

the surveillance technology capabilities.

DEPLOYMENT LOCATION

Equipment Type
Command Vehicle (ARTECO)

Deployment Area

Northern Division

‘ Reason for Deployment

Special Event Operations

Command Vehicle (ARTECO)

Central Division

Special Event Operations

Command Vehicle (ARTECO)

Central Division

Special Event Operations

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Northern Division

Special Event Operations

Command Vehicle (ARTECO)

Central Division

Special Event Operations

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Northeastern Division

Missing Person

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Northern Division

Special Event Operations

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Central Division

Special Event Operations

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Northern Division

Special Event Operations

Command Vehicle (ARTECO)

Northeastern Division

Special Event Operations

Command Vehicle (ARTECO)

Western Division

Special Event Operations

Command Vehicle (ARTECO)

Central Division

Special Event Operations

Command Vehicle (ARTECO)

Central Division

Special Event Operations

Camera Trailers

Central Division

Special Event Operations

Camera Trailers

Central Division

Special Event Operations

Camera Trailers

Western Division

Special Event Operations

Camera Trailers

Central Division

Special Event Operations

Camera Trailers

Western Division

Special Event Operations

Camera Trailers

Western Division

Special Event Operations

Camera Trailers

Central Division

Special Event Operations

Camera Trailers

Western Division

Special Event Operations

Camera Trailers

Western Division

Special Event Operations

Camera Trailers

Central Division

Investigations Detail

Camera Trailers

Central Division

Special Event Operations

Camera Trailers

Central Division

Special Event Operations

Camera Trailers

Harbor Police
Department

Special Event Operations
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Equipment Type Deployment Area ‘ Reason for Deployment

SKYWATCH Observation Tower Western Division Special Event Operations
SKYWATCH Observation Tower Central Division Special Event Operations
SKYWATCH Observation Tower Western Division Special Event Operations
SKYWATCH Observation Tower Central Division Special Event Operations
SKYWATCH Observation Tower Western Division Special Event Operations
SKYWATCH Observation Tower Northeastern Division | Special Event Operations
SKYWATCH Observation Tower Central Division Special Event Operations

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
these surveillance technologies.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
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dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding these technologies in 2024.

ANNUAL COST

$25,000.00 Annual software & up-date through Aggerate Way.

$25,000.00 Annual maintenance through DVR Simple Solutions.
$25,000.00 Annual parts through Willy’s Electronic Supply.
This technology is paid for through the City’s General Fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to these technologies’ Use Policy.
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San Diego Police Department

Automated License Plate Recognition (ALPR)

Department/Division: Police - Special Project and Legislative Affairs
Related Policy/Procedure:

e DP 1.51 Automatic License Plate Recognition (ALPR)
e DP 3.02 Property and Evidence

DESCRIPTION

ALPR systems have proven to be very effective tools in combating crime for the San Diego
Police Department. ALPR images and data were used to locate stolen vehicles, wanted
vehicles, vehicles subject to investigation and locate vehicles belonging to suspects and
missing persons.

The San Diego Police Department has successfully utilized the ALPR system in the successful
apprehension of multiple suspects with precision policing made possible by this technology.

Utilizing the ALPR systems, the San Diego Police Department recovered 223 stolen vehicles,
made 175 arrests related to auto theft, located 1 missing person and recovered an estimated
$3,055,400 in stolen property and 10 firearms. In addition to the direct notification of
wanted vehicles by the ALPR system to patrol officers, the images and data collected by the
ALPR system were searched over 140,000 times to assist investigators with a variety of
investigations throughout the city. It has connected divisions, council districts and allied
agencies in identifying and locating suspect vehicles who commit crimes throughout the City
and County of San Diego.

SHARING OF DATA

In addition to SDPD personnel providing ALPR data to the District Attorney’s office for
criminal prosecution, ALPR data (Images/Data files) was accessed by SDPD and disclosed to
other law enforcement agencies only after a qualifying crime had taken place (e.g., homicide
or shooting) and only when a legitimate investigative need existed. See Addendum A at the
end of the document see the outside agency sharing.

LOCATION

The Smart Streetlights with embedded ALPR technology were attached to City of San Diego
streetlight poles.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.
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DEPLOYMENT LOCATION

The Smart Streetlights with embedded ALPR technology were deployed citywide in all police
divisions.

Table 1 - Shows the City of San Diego Council District Map with current Smart
Streetlights/ALPR. For further detail, open attached hyperlink.

e https://webmaps.sandiego.gov/portal/apps/webappviewer/index.html

TABLE 1

AN
i aua
LEUCADIA =
w
RS RAMONA
HCH
;ﬁﬁ
28 District 5
SOLANA ar
BEACH =
- 3
DEL MAR GG o POWAY
] e (]
LJir_-tric‘_tr -
o - @
‘ s Distiict &
s u A SANTEE
UHIVERSIT L")
® ® - WINTER
s ﬁ GARDENS
e ]
e ]
PACIFIG ® &ﬂlﬂnmr? o conindt
EACH
b > S - eaion
o ®
- ® OB _
Blistriet-2 " ; TS LA MESA
R % . G Bistrict 9 RANCHO SAN
- LEMOMN DIEGO
@ Disgictis™ o it
B o B
SAN
"'rii‘c[ 4 LA PRESA
T T PARADISE
CORONADD N-"‘-Ll!f;'::.\u HILLS Sl
CHULA
VISTA =
CASTLE
PARK
B crav
IMPERIA Eistrict &
BEACH 3
% =
TIJUANA g
g

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council prior to approval of this technology. Other than a letter dated July 31,
2024, from the Community Advocates for Just and Moral Governance titled “Notice of
Violations of the TRUST Ordinance — Smart Streetlights and Automated License Plate
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Readers,” the SDPD has not received any complaints or concerns about this surveillance
technology or received any reports of disproportionate impacts. The Use Policy continues to
protect civil rights and civil liberties.

AUDITS OR INVESTIGATIONS

A supervisor of the Special Projects and Legislative Unit conducted weekly audits of the
system. Any identified discrepancies with metadata entry were immediately addressed with
the user.

There were no reported violations of SDPD Policy or Procedure regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

There were no data breaches or unauthorized access to the data collected by the surveillance
technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

Department Procedure 3.33 mandates that videos collected by Smart Streetlights shall be
stored in a secured law enforcement facility with multiple layers of physical security and
security protection.

Encryption, firewalls, authentication, and other reasonable security measures shall be
utilized to protect digital evidence from ALPR technology.

All ALPR data downloaded from a video management solution to a mobile workstation or to
digital evidence storage like Axon evidence shall be accessible only through a
login/password-protected system capable of documenting all access of information by name,
date and time. Only those employees of the San Diego Police Department working in an
investigative or enforcement function and authorized by the Chief of Police shall access ALPR
data.

INFORMATION AND STATISTICS

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.
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Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

Investigation Assists ALPR Responses |

187 7 10851 Recovered 223

211 6

207 3 10851 In Custod 175
245DV 1 v /
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261 2 SDPD Hotlist 18

288 3

459 10 —
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Other 10

Total Events 294
Total In Custody 208
Estimated Recovered Value $3,055,400
Recovered Guns 10

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were five Public Records Act requests related to Automated License Plate Recognition
(ALPR).

Request Number Request Date Closed Date
24-1400 2/23/2024 4/16/2024
24-6236 9/10/2024 9/14/2024
24-6912 10/6/2024 10/20/2024
24-7450 10/24/2024 10/24/2024
24-7913 11/12/2024 11/16/2024
ANNUAL COST
* These costs are duplicates of the Smart Streetlight (SSL) costs as this is an embedded

technology, and the cost of this technology is built into the SSL costs.

On 12-26-2023 an initial payment of $3,512,500 was paid for installation and one (1) year on
service for the 500 Smart Streetlights with embedded Automated License Plate Recognition
technology.



On 6-24-2024 a payment of $6,800 was disbursed for relocation of SSL/ALPR units.

On 12-11-2024 a payment of $1,449,602.08 was authorized for calendar year 2025 contract
obligations.

All funding sources were from the city General Fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

The following modifications to the Automated License Plate Recognition Use Policy are
proposed.

e Replace references to “Special Projects and Legislative Affairs” & “SPLA” with
“program administrator.”

o This change aligns with the new SDPD command structure.
e Remove section with header “Modifications to the Use Policy.”
o This change aligns this use policy with all other SDPD technology use policies.
Modifications to a Surveillance Use Policy are governed by the Transparent

and Responsible Use of Surveillance Technology Ordinance.

e Other additional typo and language corrections. These corrections do not have any
impact on the use of the technology.
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ADDENDUM A - OUTSIDE AGENCY SHARING

Agency ‘ Times Data Shared
Alameda County Sheriff's Office 1
Anaheim Police 1
Belmont Police 1
Cal Automated Fingerprint Identification System 3
California Highway Patrol 19
Carlsbad Police 8
Chula Vista Police 51
Crime Stoppers 1
Drug Enforcement Agency 20
El Cajon Police 21
Escondido Police 6
Eureka Police 1
Federal Bureau of Investigation 3
High Intensity Drug Trafficking Areas 1
Homeland Security Investigations A
Huntington Beach Police 2
Imperial City Police 1
Indio Police 1
Internet Crimes Against Children 3
La Mesa Police 16
Long Beach Police 1
Los Angeles Airport Police 1
Los Angeles District Attorney's Office 1
Murietta Police 2
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Agency (continued) Times Data Shared

National City Police 61
Oceanside Police 7
Orange County Sheriff's Department 1
Portsmouth Police 2
Redlands Police 1
Royal Canadian Mounted Police 1
San Diego County Regional Auto Theft Task Force A
San Diego District Attorney's Office Bureau of

Investigation 1
San Diego Harbor Police 1
San Diego Human Trafficking Task Force 3
San Diego Sheriff's Office 99
San Diego Community College District Police 1
San Diego State University Police 2
University of California San Diego Police 7
U.S. Customs and Border Protection 6 *
U.S. Marshals Office 3
U.S. Probation A

U.S. Postal Inspection Service

U.S. Secret Service 14
Violent Crimes Task Force 1
Whittier Police 3

*This data was shared for criminal investigations unrelated to immigration.
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San Diego Police Department

Body Worn Camera (BWC)

Department/Division: Police - Logistics
Related Policy/Procedure:
e DP 1.49 — Body Worn Cameras

DESCRIPTION

Body Worn Cameras (BWCs) are a vital tool in improving and enhancing the safety of officer
and civilian interactions. BWC are used to capture audio and visual evidence for
investigations and enforcement encounters. BWC recordings facilitate review of events by
supervisors, foster accountability, encourage lawful and respectful interactions between the
public and the police, and may assist in de-escalation of possibly volatile encounters.
Officers currently use the Axon Body 4 BWCs.

During 2024, San Diego Police Department officers recorded 750,265 body worn camera
videos.

SHARING OF DATA

Approximately 20,000 “CASES” were created in Evidence.com in 2024 by investigators for
the purpose of sharing BWC videos with the San Diego District Attorney’s Office and City
Attorney’s Office. The “CASES” feature in Evidence.com allows investigators to organize all
BWC videos in a specific folder. Those folders are then shared through the secured Axon
Evidence.com website with the prosecutorial agency. Approximately 9,032 CASES were
shared with the District Attorney’s Office. 10 CASES were also shared with the Riverside
District Attorney’s Office for prosecution.

CASES in Evidence.com were also shared with other law enforcement agencies to assist with
criminal investigations. The following is a list of law enforcement agencies who San Diego
Police Department shared CASES with in Evidence.com and how many cases were shared to
each agency:

Agency Number of cases

Escondido Police
Coronado Police
Chula Vista Police 10
Harbor Police

El Cajon Police
Oceanside Police
National City Police

[SSHN )
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Additionally, in accordance with Senate Bill 1421/16, “certain peace officer or custodial
officer personnel records and records relating to specified incidents, complaints, and
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investigations involving peace officers and custodial officers to be made available for public
inspection pursuant to the California Public Records Act." The law defines the scope of
disclosable records. The BWC videos related to the “specified incidents” are redacted and
posted on the City of San Diego’s website at www.sandiego.gov.

The San Diego Police Department (SDPD) receives subpoenas for BWC videos regarding civil
litigation. In compliance with civil law and or court order, the BWC videos are shared
through Evidence.com. In 2024, SDPD complied with approximately 280 civil subpoenas.

Four “CASES” in Evidence.com were shared with the California Commission on Peace Officer
Standards and Training (POST). The CASES were shared to California POST for investigations
regarding use of force incidents in compliance with state law.

LOCATION

SDPD’s sworn personnel wear the BWC on their midsection on their outermost item of
clothing and utilize their viewers to ensure the BWC is in a position where the field of view
provides for effective recording.

Members using a helmet BWC (e.g., SWAT, mounted) may position the BWC on the front of
the helmet.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

The Axon Body 4 Body Cameras undergo monthly firmware updates which enables the
cameras to continue operating efficiently and securely. In March of 2024, the San Diego
Police Department integrated OKTA login with Evidence.com to better safeguard digital
evidence from Cyber threats.

DEPLOYMENT LOCATION

The surveillance technology is worn by SDPD sworn personnel in all SDPD service areas
throughout the City of San Diego.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

Per SDPD Department Procedure 1.49 and OR 24-16, Supervisory Responsibilities for BWC
Inspection, Sergeants and Detective Sergeants who have personnel assigned to them who
wear a BWC are required to conduct monthly inspections. The inspections will ensure that
the BWC is being used to record enforcement related contacts and other incidents set forth in
this procedure. Inspection results will be entered and forwarded to the respective Lieutenant
of the division for review and approval.
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Sergeants and Detective Sergeants will randomly select at least two dates each month that
their employees were working to inspect the proper use of their BWCs. Detective Sergeants
will select days in which the BWCs were operationally used by their personnel. (It is possible
the detectives will have no BWC recordings for that particular monthly inspection). The
supervisor will confirm that the number of enforcement contacts match up to the number of
videos submitted. If the supervisor identifies a discrepancy, they will follow-up with the
officer/detective to determine the reason the videos submitted did not match up with the
number of contacts. If the supervisor is satisfied with the reason, no further action is
required. If the supervisor feels a violation of this procedure occurred, appropriate action will
be taken.

Sergeants and Detective Sergeants will make sure that all BWC videos were uploaded and
categorized with the appropriate metadata. All videos that are uncategorized will be
immediately corrected by the officer/detective. The supervisor will then re-inspect the BWC
video to confirm the corrections were made.

Patrol Sergeants will select one video per day to inspect and verify the officer is in
compliance with DP 1.49 (I) (1) (c) which states, “Officers shall begin recording in the Event
Mode while driving to a call that has the potential to involve an enforcement contact”. While
viewing the video, Sergeants are reminded to use the “Post a note” function located below
the video. Under the “Post a note” heading, Sergeants should enter “monthly inspection.”

Evidence.com will display the BWC videos assigned to the officer. Supervisors shall notify the
officer of the videos that have not been labeled and ensure the officer inputs the correct
event number so the video can be accessed easily by investigators. The Supervisor will
reinspect the videos assigned to the officer to ensure all BWC videos have been labeled
correctly.

Employees’ Evidence.com accounts who are no longer employed with the department are
deactivated. After the accounts are deactivated, the former employees no longer have access
to view body worn camera digital evidence. The former employees are listed on a
“DEPARTED” list kept by the Operational Support Unit. The DEPARTED list is inspected on a
monthly basis to insure all former employees no longer have access to Evidence.com.

DATA BREACH OR UNAUTHORIZED ACCESS

SDPD is not aware of any data breaches or unauthorized access to the data collected by this
surveillance technology.

DATA BREACH DETECTION

Axon Cloud Services system access control mechanisms are maintained in compliance with
the specific Federal Bureau of Investigation’s Criminal Justice Information Services (CJIS)
security requirements. BWC data is encrypted at rest and in transit. Axon maintains key
management practices for managing the encryption keys. Axon maintains policies and
practices for Axon Cloud Services that limit remote access to only authorized individuals and
require at least two factors for authentication. If a non-police officer/unauthorized user were
to find a BWC in the field, the person would not be able to view the footage without Axon’s
proprietary viewer application, which has password protection.
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Additionally, the City’s Department of Information Technology oversees the IT governance
process and works with SDPD’s Department of IT regarding project execution and risk
assessment, selecting, and approving technology solutions. Cyber security and technology
risks are also assessed by SDPD’s Department of IT. For additional details related to IT
governance processes, refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of this
technology.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were 176 California Public Records Act requests referencing this technology in 2024.

Request Number

Opened Date

Closed Date

24-432 01/19/2024 01/29/2024
24-4445 06/27/2024 07/05/2024
24-1088 02/13/2024 02/23/2024
24-3219 05/09/2024 05/17/2024
24-8538 12/09/2024 12/19/2024
24-8454 12/04/2024 12/13/2024
24-3770 05/31/2024 06/10/2024
24-848 01/31/2024 02/09/2024
24-1161 02/16/2024 02/26/2024
24-1142 02/15/2024 02/23/2024
24-3716 05/30/2024 06/07/2024
24-7222 10/16/2024 10/31/2024
24-3653 05/28/2024 06/07/2024
24-5175 07/30/2024 08/09/2024
24-2669 04/16/2024 04/26/2024
24-1185 02/18/2024 03/01/2024
24-2048 03/21/2024 04/12/2024
24-8400 12/03/2024 12/13/2024
24-2047 03/21/2024 04/12/2024
24-8155 11/21/2024 11/29/2024
24-1442 02/26/2024 03/07/2024

67



https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://experience.arcgis.com/experience/c24d611442564023af92f42759ee5c42/
https://data.sandiego.gov/datasets/?department=police&category=public-safety
https://data.sandiego.gov/datasets/?department=police&category=public-safety

Request Number (continued)

Opened Date

Closed Date

24-6155 09/07/2024 09/19/2024
24-6487 09/19/2024 09/27/2024
24-3849 06/04/2024 06/14/2024
24-4152 06/14/2024 06/24,/2024
24-4193 06/17/2024 06/27/2024
24-3718 05/30/2024 06/07/2024
24-6273 09/11/2024 09/20/2024
24-5625 08/16/2024 08/26/2024
24-5630 08/16/2024 08/26/2024
24-4960 07/22/2024 08/01/2024
24-40/41 06/11/2024 06/21/2024
24-7422 10/23/2024 11/01/2024
24-2685 04/16/2024 04/26/2024
24-7235 10/17/2024 10/25/2024
24-4890 07/18/2024 07/26/2024
24-4067 06/12/2024 06/21/2024
24-356 01/16/2024 01/26/2024
24-1443 02/26/2024 03/07/2024
24-6340 09/14/2024 09/26/2024
24-4310 06/21/2024 07/05/2024
24-8316 11/27/2024 12/06/2024
24-669/ 09/26/2024 10/04/2024
24-4692 07/10/2024 07/19/2024
24-7032 10/09/2024 10/18/2024
24-5376 08/07/2024 08/16/2024
24-8340 12/01/2024 12/12/2024
24-3344 05/14/2024 05/24/2024
24-3690 05/29/2024 06/07/2024
24-7662 11/02/2024 11/14/2024
24-1079 02/19/2024 02/23/2024
24-3613 05/24/2024 06/03/2024
24-4687 07/09/2024 07/19/2024
24-7423 10/23/2024 11/01/2024
24-4212 06/17/2024 06/27/2024
2/4-2988 05/01/2024 05/10/2024
24-5843 08/26/2024 09/05/2024
24-3822 06/03/2024 06/13/2024
24-5668 08/19/2024 09/03/2024
24-5164 07/30/2024 08/09/2024
24-5293 08/04/2024 08/15/2024
24-2460 04/08/2024 04/18/2024
24-3380 05/15/2024 05/24/2024
24-3987 06/10/2024 06/20/2024
24-4456 06/27/2024 07/05/2024
24-4795 07/15/2024 07/25/2024
24-4648 07/09/2024 07/19/2024
24-4972 07/22/2024 08/15/2024
24-4731 07/11/2024 07/19/2024
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Request Number (continued)

Opened Date

Closed Date

24-3717 05/30/2024 06/07/2024
24-1568 02/19/2024 03/08/2024
24-14917 07/18/2024 07/26/2024
24-8830 12/19/2024 12/27/2024
24-5091 07/26/2024 08/05/2024
24-3578 05/23/2024 05/31/2024
2/4-1686 03/06/2024 03/15/2024
24-4654 07/08/2024 07/18/2024
24-3398 05/15/2024 05/24/2024
24-5638 08/17/2024 08/29/2024
24-6170 09/08/2024 09/19/2024
24-7137 10/14/2024 10/24/2024
24-7424 10/23/2024 11/01/2024
24-1078 02/13/2024 02/23/2024
24-3272 05/10/2024 05/20/2024
24-5400 08/08/2024 08/16/2024
24-3163 05/07/2024 05/17/2024
24-6640 09/25/2024 10/04/2024
24-7205 10/16/2024 10/25/2024
24-715 01/30/2024 02/09/2024
24-6866 10/04/2024 10/14/2024
24-396 01/18/2024 01/26/2024
24-1156 02/16/2024 02/26/2024
24-2852 04/23/2024 05/03/2024
24-2305 04/02/2024 04/12/2024
24-3380 05/15/2024 05/24/2024
24-3987 06/10/2024 06/20/2024
24-4456 06/27/2024 07/05/2024
24-4795 07/15/2024 07/25/2024
24-4684 07/09/2024 07/19/2024
24-4972 07/22/2024 08/15/2024
24-4731 07/11/2024 07/19/2024
24-3717 05/30/2024 06/07/2024
24-1568 02/29/2024 03/08/2024
24-14917 07/18/2024 07/26/2024
24-8830 12/19/2024 12/27/2024
24-50901 07/26/2024 08/05/2024
24-3578 05/23/2024 05/31/2024
24-1686 03/06/2024 03/15/2024
24-4654, 07/08/2024 07/18/2024
24-3398 05/15/2024 05/24/2024
24-7334 10/22/2024 11/01/2024
24-8521 12/07/2024 12/19/2024
24-4116 06/12/2024 06/21/2024
24-6023 09/02/2024 09/13/2024
24-6314 09/13/2024 09/23/2024
24-6251 09/11/2024 09/20/2024
24-1385 02/22/2024 03/01/2024
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Request Number (continued)

Opened Date

Closed Date

24-6138 09/06/2024 09/16/2024
24-8552 12/09/2024 01/24/2025
24-7662 11/02/2024 11/14/2024
24-£4106 06/12/2024 06/21/2024
24-8863 12/22/2024 01/02/2025
24-7510 10/27/2024 11/15/2024
2/4-8618 12/11/2024 12/20/2024
24-4114, 06/12/2024 06/21/2024
24-4663 07/09/2024 07/19/2024
24-6861 10/04/2024 10/14/2024
24-8323 11/27/2024 12/06/2024
24-7557 10/29/2024 11/08/2024
24-3947 06/07/2024 06/18/2024
24-6458 09/18/2024 09/27/2024
24-6178 09/09/2024 09/19/2024
24-6073 09/04/2024 09/13/2024
24-125 01/06/2024 01/18/2024
24,-7513 10/27/2024 11/07/2024
24-820 02/03/2024 02/15/2024
24-6763 10/01/2024 Still Open
24-1078 02/13/2024 02/23/2024
24-5956 08/29/2024 09/06/2024
24-8654 12/12/2024 12/20/2024
24-8170 11/22/2024 12/02/2024
24-6222 09/10/2024 09/20/2024
24-6985 10/08/2024 10/18/2024
24-5703 08/20/2024 08/30/2024
24-8961 12/30/2024 01/09/2025
24-8707 12/14/2024 12/26/2024
24-8710 12/14/2024 12/26/2024
24-8709 12/14/2024 12/26/2024
24-3690 05/29/2024 06/07/2024
2/4-8713 12/14/2024 12/26/2024
24-6958 10/07/2024 10/17/2024
24-8711 12/14,/2024 12/24,/2024,
24-7361 10/22/2024 11/01/2024
24-8708 12/14/2024 12/26/2024
2/4-8705 12/14/2024 12/31/2024
24-5017 07/23/2024 08/02/2024
24-8720 12/15/2024 12/26/2024
24-8721 12/15/2024 12/26/2024
2/4-5801 08/23/2024 09/13/2024
24-7556 10/29/2024 11/08/2024
24,-122 01/05/2024 01/12/2024
24-2216 03/28/2024 04/05/2024
24-7784 11/06/2024 11/29/2024
24-8706 12/14/2024 12/26/2024
24-3784 05/31/2024 06/10/2024
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Request Number (continued)

Opened Date

Closed Date

24-7783 11/06/2024 11/29/2024
2/4-8704 12/14/2024 12/26/2024
24-8717 12/14/2024 12/26/2024
24-1039 02/12/2024 03/07/2024
2/4-8712 12/14/2024 12/26/2024
24-8872 12/23/2024 01/16/2025
24-4477 06/28/2024 07/08/2024
2/4-1888 03/14/2024 03/22/2024
24-4105 06/12/2024 07/02/2024
24-2691 04/16/2024 Still Open

24-7954 11/14,/2024 Still Open

ANNUAL COST

The cost for FY 2024 is $1,145,248.49. For FY 2025 the cost is estimated at $2,157,618.99.
This cost is funded through the state COPS fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

The following modifications to the Axon Body Worn Camera Use Policy are proposed.

e Replace title to “Body Worn Camera System.”

e Remove mention of “Axon Body 3” or other Axon hardware and make the terms more

general.

o This change allows for newer versions of the BWCs, as long as no updates or
changes to the technology occur. Any such substantive changes would require

a review through the TRUST Ordinance process.
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San Diego Police Department

Smart Streetlights (SSL)

Department/Division: Police - Special Project and Legislative Affairs
Related Policy/Procedure:

e DP 3.33 Smart Streetlight System
e DP 3.02 Property and Evidence

DESCRIPTION

The San Diego Police Department used video evidence, along with data and information from
authorized technologies embedded within Smart Streetlights (SSL) over 1,400 times, to
conduct criminal investigations against persons and property and internal investigations.
Additionally, video obtained from the Smart Streetlights was used to investigate fatal traffic
collisions providing clear understanding to how events unfolded.

SHARING OF DATA

In addition to SDPD personnel providing video evidence and data to the District Attorney’s
office for criminal prosecution, video evidence and data was accessed by SDPD personnel and
disclosed to other law enforcement agencies only after a qualifying crime had taken place
(e.g., homicide or shooting) and only when a legitimate investigative need existed. These
were the instances where video evidence and data were shared to other law enforcement

agencies:

Agency Shared With
California Highway Patrol (CHP) 187 PC — Homicide
California Highway Patrol (CHP) Urgent Officer Cover Request
California Highway Patrol (CHP) 187 PC - Homicide
LOCATION

The Smart Streetlights with embedded ALPR technology were attached to City of San Diego
streetlight poles.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There were no upgrades or configuration changes that altered the functionality of this
technology or the scope of use or deployment on the technology.

DEPLOYMENT LOCATION

The Smart Streetlights with embedded ALPR technology were deployed citywide in all police
divisions.
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Table 1 - Shows the City of San Diego Council District Map with current Smart Streetlights.
For further detail, open attached hyperlink.

o  https://webmaps.sandiego.gov/portal/apps/webappviewer/index.html

TABLE 1

al

District 5

»

TIJUANA

COMMUNITY COMPLAINTS OR CONCERNS

The Department is committed to protecting the civil rights and liberties of our citizens as
presented to the City Council prior to approval of this technology. Other than a letter dated
July 31, 2024, from the Community Advocates for Just and Moral Governance titled “Notice of
Violations of the TRUST Ordinance — Smart Streetlights and Automated License Plate
Readers,” the Department has not received any complaints or concerns about this
surveillance technology or received any reports of disproportionate impacts. The Use Policy
continues to protect civil rights and civil liberties.

AUDITS OR INVESTIGATIONS

A supervisor of the Special Projects and Legislative Affairs Unit conducted weekly audits of
the system. Any identified discrepancies with metadata entry were immediately addressed
with the user.
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e All documentation provided to officers regarding improper use of the system is
considered a personnel record and not subject to disclosure per California Penal Code
section 832.7 and California Evidence Code section 1043 (peace officer personnel
records).

DATA BREACH OR UNAUTHORIZED ACCESS

There were no data breaches or unauthorized access to the data collected by the surveillance
technology.

DATA BREACH DETECTION

The City’s Department of Information Technology (IT) oversees the IT governance process

and works with SDPD’s Department of IT regarding project execution and risk assessment,

selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

o https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

Department Procedure 3.33 mandates that videos collected by Smart Streetlights shall be
stored in a secured law enforcement facility with multiple layers of physical security and
security protection.

Encryption, firewalls, authentication, and other reasonable security measures were utilized
to protect digital evidence from Smart Streetlights.

All Smart Streetlights videos downloaded from a video management solution to a mobile
workstation or to digital evidence storage like Axon evidence were accessible only through a
login/password-protected system capable of documenting all access of information by name,
date and time. Only those employees of the San Diego Police Department working in an
investigative or enforcement function and authorized by the Chief of Police shall access
Smart Streetlights videos.

INFORMATION AND STATISTICS

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.
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CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were 12 Public Records Act requests regarding SSL.

Request Number

Request Date

Closed Date

24-2164 03/26/2024 04/05/2024
24-2397 4[5/2024 05/22/2024
24-2407 4[5/2024 04/10/2024
24-2735 418/2024 04/21/2024
24-3257 5/10/2024 05/21/2024
24-5942 8/28/2024 09/01/2024
24-6390 9/17/2024 09/20/2024
24-6912 10/6/2024 10/20/2024
24-7240 10/17/2024 10/21/2024
24-7535 10/28/2024 11/05/2024
24-8378 12/2/2024 12/07/2024
2/4-8608 12/10/2024 12/14/2024
ANNUAL COST

On 12-26-2023 an initial payment of $3,512,500 was paid for installation and one (1) year of
service for the 500 Smart Streetlights with embedded Automated License Plate Recognition
technology.

On 6-24-2024 a payment of $6,800 was disbursed for relocation of SSL/ALPR units.

On 12-11-2024 a payment of $1,449,602.08 was authorized for calendar year 2025 contract
obligations.

All funding sources were from the city general fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

The following modifications to the Smart Streetlight Use Policy are proposed:

e Replace references to “Special Projects and Legislative Affairs” & “SPLA” with
“program administrator.”

o This change aligns with the new SDPD command structure.
e Remove section with header “Modifications to the Use Policy.”
o This change aligns this use policy with all other SDPD technology use policies.

Modifications to a Surveillance Use Policy are governed by the Transparent
and Responsible Use of Surveillance Technology Ordinance.
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e Other additional typo and language corrections. These corrections do not have any
impact on the use of the technology.
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San Diego Police Department

SWAT Unit Robots — First Look (Gen 1 & 2) and ICOR Mini Caliber

Department/Division: Police/Special Operations — Special Weapons and Tactics
(SWAT) Unit

Related Policy/Procedure:

e DP 3.02 - Impound, Release, and Disposal of Property, Evidence, and Articles
Missing Identification Marks

DESCRIPTION

The robots that are used by the San Diego Police Department (SDPD) Special Weapons and
Tactics (SWAT) Unit are all tracked remote-controlled cameras that can use both “white”
light and infrared (IR) light to gain critical intelligence of an area that is deemed too
dangerous to put a person or where a person may not physically fit. All of these robots send a
signal from the camera on the robot to a monitor controlled by the SWAT operator. All of the
robots have multiple cameras on them enabling the operator to see the environment from
different angles.

For the 2024 calendar year, the San Diego Police Department SWAT Unit used the following
robot makes and models during operations:

e ICOR Mini Caliber
e FirstLook (Gen 1)
e FirstLook (Gen 2)

While the essence of the robots are similar, there are a few capabilities each robot has that
offers the SWAT Unit the ability to carry out its mission in the safest manner possible.

The ICOR robot has a mechanical arm attached to it that allows the operator the ability to
open closed doors and it has the ability to climb and descend stairs.

The ICOR Mini Caliber robot is the heaviest of the robots, weighing approximately 64
pounds. The ICOR Mini Caliber has the ability to listen to its surroundings but does not have
the ability to record any data.

The FirstLook (Gen 1) and (Gen 2) are lightweight robots that can be hand delivered or
thrown into areas that may be difficult to access otherwise. The FirstLook robots have a
“mesh network” which enables them to relay a signal from one robot to another and back to
the controller in order to extend the range of the robots. The FLIR FirstLook (Gen 1) Robot is
equipped with a microphone and can hear live audio and relay that sound back to the
operator’s controller. The FLIR FirstLook (Gen 1) Robot does not record or have the ability to
record audio.

The FirstLook (Gen 2) robot is able to record and listen to the environment via microphones
and the operator is able to speak through the robot via speakers.
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SHARING OF DATA

Data collection, Data Access, Data Protection, Data Retention, Public Access, and Third Party
Data Sharing for all robot platforms is listed in the Surveillance Use Policies. No data from
these robots was shared with third parties.

LOCATION

The robots are used by the SWAT unit exclusively personnel and housed in the Special
Equipment Vehicle or SDPD Headquarters when not in use. The SWAT unit robots are
deployed wherever the SWAT unit is called to in an attempt to bring a peaceful resolution to
a critical incident.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

The ICOR robot received a hardware update that enables the SWAT Unit to deploy chemical
agents into a structure or area remotely. This capability is not permanently affixed to the
robot and is only used in specific circumstances. There were no other changes to the robot
due to this hardware addition.

The ICOR robot was also sent back to the manufacturer for routine maintenance on
consumable parts due to damage sustained during a SWAT incident. There were no upgrades
or changes to the operation of the robot. The FirstLook (Gen 2) was sent back to the
manufacturer for routine maintenance on consumable parts. There were no upgrades or
changes to the operation of the robot.

DEPLOYMENT LOCATION

The San Diego Police Department SWAT Unit is a reactive unit that is called upon by the
department to help bring a peaceful resolution to a critical incident. The SWAT Unit robots
were deployed approximately 36 times throughout all police service areas in support of high-
risk tactical operations, search warrants, or other SWAT support functions.

POLICE SERVICE AREA DEPLOYMENT
NORTHERN DIVISION (100S) 3

NORTHEASTERN DIVISION (200S)

EASTERN DIVISION (3008S)

SOUTHEASTERN DIVISION (400s)

CENTRAL DIVISION (500s)

WESTERN DIVISION (600s)

SOUTHERN DIVISION (700s)

MID-CITY DIVISION (800s)

NORTHWESTERN DIVISION (900s)

O N[ OV DRI NN =

OUT OF CITY (BEAT 999)
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COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy of SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

The SWAT Unit does not produce, collect or share crime statistics.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

These technologies allow SDPD SWAT personnel to gain situational awareness of 90% of any
structures or areas they are operating in. They assist in identifying any hazards or safety
issues for suspect and officer safety. They also assist in de-escalation by way of being able to
see suspect actions and to plan accordingly to evaluate responses ahead of suspect contact,
when possible.
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CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no California Public Records Act requests regarding this technology.

ANNUAL COST

In 2024, the two technologies utilized the following budget:

Teledyne FLIR and ICOR robots have a budget of $12,100 a year, which is funded by the
General Fund.

REQUESTED MODIFICATIONS TO THE USE POLICY

The SDPD requests a modification to this technology’s Use Policy to include that the First
Look II robot would also be utilized by the Special Operations Unit (SOU). Only SWAT, or SOU
supervisors after being trained, could authorize the deployment of the First Look II robot.
The First Look II robot would still be operated by SWAT personnel exclusively.
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San Diego Police Department

Swift Under Door Camera

Department/Division: Police - Special Weapons and Tactics (SWAT) Unit
Related Policy/Procedure:

e 3.02- Impound, Release, and Disposal of Property, Evidence, and Articles
Missing Identification Marks

DESCRIPTION

This technology was used in an effort to minimize risk to officers and citizens as well as help
de-escalate critical incidents often involving armed or otherwise dangerous suspects.
Through the use of cameras, this technology provides a video image of a space that would be
either unable to be seen with the human eye using infrared technology or would be too
dangerous to place a human in. Through the use of a microphone on the robot, it is able to
provide the user with live audio of the space that it is in.

This technology was deployed twice in 2024.

SHARING OF DATA

Any information that was gathered from this technology was not recorded. As such, no data
was shared with any non-City entities.

LOCATION

This technology is a portable unit that is not installed anywhere specifically. The robot is a
mobile tool used to gain situational awareness in an area that is deemed either dangerous to
go into or not able to fit a human being.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.

DEPLOYMENT LOCATION

This technology was deployed twice in 2024. Both instances were in the Southeastern
Division police service area.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology or received any reports of
disproportionate impacts. The Use Policy continues to protect civil rights and civil liberties.

82



AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

SDPD is not aware of any data breaches or unauthorized access to the data collected by this
surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

This technology was deployed twice in 2024.

One of those deployments allowed the SDPD SWAT units to check under a door during a
mission, to clear the bathroom for potential safety hazards. The camera identified two dogs
that were unleashed in the bathroom, thus preventing harm to the officers or the dogs.

This technology was also deployed to visually clear a room, which prevented SWAT officers
from having to enter the room if a suspect was present, potentially preventing loss of life
and critical time from being diverted in the event.

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding this technology.

ANNUAL COST

In 2024, SDPD did not expend any funds for this technology and does not have any projected
costs in 2025 regarding this technology.

REQUESTED MODIFICATIONS TO THE USE POLICY

There were no requested modifications to this technology’s Use Policy.
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San Diego Police Department

Code5Group GPS-Integrated Bike

Department/Division: Police -Northern Division

Related Policy/Procedure: None

DESCRIPTION

Global Positioning System (GPS) integrated bicycles allow officers, through a phone
application or desktop computer, to place and remotely monitor GPS-integrated bicycles.
Commonly referred to as “bait bikes,” these bikes are secured to a bike rack or other
immovable object. GPS tracking begins only after a bicycle is stolen. Officers are notified of
movement and can track the bicycle’s location in real-time. The technology allows SDPD to
combat bicycle thefts without the need for officers in static positions while giving the ability
to track/apprehend the equipment using the GPS. The software and application allow virtual
perimeters to be created around GPS integrated bicycles and enable alert notifications.
Officers use the vendor application to create virtual perimeters, live track a GPS integrated
bicycle and collect location data for reports.

GPS tracking devices allow “bait bicycle” operations. These operations are very effective in
apprehending stolen bikes in high theft areas of San Diego. The operation and access to the
GPS software is limited to official law enforcement purposes only. Officers operating the GPS
devices and software are trained and given authorization from supervisors prior to use. GPS
integrated bicycles allow officers to place, get notifications of movement, track in real time
and apprehend.

The Bait Bicycle technology was used approximately 40 times in 2024. There were 13 arrests
made using this technology which were forwarded to the DA’s Office.

SHARING OF DATA

In 2024, data, in the form of written testimony concerning the initial location of the bike and
its recovery location, was shared with the District Attorney’s Office. The District Attorney's
office prosecutes arrests regarding this technology due to the cost of the bike being valued at
over $950. The testimony is also shared with criminal defendants and their attorneys
through the criminal discovery process. No data was shared outside the criminal
prosecutorial chain.

13 cases were sent to the District Attorney’s Office for prosecution.

LOCATION

The integrated GPS hardware is secreted within the bicycle apparatus.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.
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DEPLOYMENT LOCATION

The surveillance technology operates in the San Diego Police Northern Division area (100
Service Area).

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of this technology. The SDPD has not received any
complaints or concerns about this surveillance technology and has not received any reports
of disproportionate impacts. The Use Policy continues to protect civil rights and civil
liberties.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The SDPD is not aware of any data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of this
technology.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

Of the approximately 40 deployments of this technology, there were 13 arrests, and 13 cases
were submitted to the DA’s Office for prosecution.
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https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://experience.arcgis.com/experience/c24d611442564023af92f42759ee5c42/
https://data.sandiego.gov/datasets/?department=police&category=public-safety
https://data.sandiego.gov/datasets/?department=police&category=public-safety

CALIFORNIA PUBLIC RECORDS ACT REQUESTS

There were no Public Records Act requests regarding this technology.

ANNUAL COST

The annual fiscal cost of the software is $4,200. The funds for services and bike repairs are
paid through general funds. This will continue in 2025.

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to this technology’s Use Policy.
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San Diego Police Department

Vehicle and Object Trackers

Department/Division: Police - Investigations II - Robbery
Related Policy/Procedure:

e DP 3.02 / Investigative Operations Manuals

DESCRIPTION

These technologies collect location data by using GPS and cellular towers. As the tracker
moves it collects the GPS coordinates and the speed of the device.

The San Diego Police Department utilizes vehicle tracking devices to track suspect vehicles
involved in ongoing criminal investigations, locate wanted suspects, or locate stolen
property. The vehicle trackers were utilized 28 times in 2024.

The Department utilizes object tracking devices to track suspects and locate stolen property.
These trackers have not been deployed during 2024.

SHARING OF DATA

Sharing of data is at the discretion of the detective handling the investigation and is not
reported back to the Robbery Unit.

Location data may be released to other authorized and verified law enforcement officials and
agencies for legitimate law enforcement purposes, which includes criminal investigations
and prosecution as allowed by law.

LOCATION

The specific locations where this technology was utilized is being withheld as it would
undermine the legitimate security interests of the City.

UPDATES, UPGRADES, AND CONFIGURATION CHANGES

There have been no updates, upgrades, or configuration changes that expanded or reduced
the surveillance technology capabilities.

DEPLOYMENT LOCATION

The vehicle trackers were deployed in all SDPD service areas.

COMMUNITY COMPLAINTS OR CONCERNS

The SDPD is committed to protecting the civil rights and liberties of our citizens as presented
to the City Council for approval of these technologies. The SDPD has not received any
complaints or concerns about these surveillance technologies and has not received any
reports of disproportionate impacts. The Use Policies continue to protect civil rights and civil
liberties.
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These devices are used to track specific targets, not general groups. The devices require a
warrant to be utilized or in certain circumstances the devices can be utilized without a
warrant on subjects with 4™ Amendment waivers.

AUDITS OR INVESTIGATIONS

There were no reported violations of the Surveillance Use Policy or SDPD Policy or Procedure
regarding this technology.

DATA BREACH OR UNAUTHORIZED ACCESS

The Department is not aware of data breaches or unauthorized access to the data collected by
this surveillance technology.

DATA BREACH DETECTION

The City’s Department of Information Technology oversees the IT governance process and
works with SDPD’s Department of IT regarding project execution and risk assessment,
selecting, and approving technology solutions. Cyber security and technology risks are also
assessed by the Department of IT. For additional details related to IT governance processes,
refer to the information at the following link:

https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf

INFORMATION AND STATISTICS

There are no direct relational crime statistics associated with or produced by the use of these
technologies.

Should the public want to access crime statistics for the City of San Diego, they can visit the
City’s Crime Statistics & Crime Mapping webpage: Crime Statistics & Crime Mapping | City of
San Diego Official Website. Accessible via this webpage is the City’s neighborhood crime
summary dashboard: San Diego Neighborhood Crime Dashboard (arcgis.com). A tab on this
dashboard, Crime Data Explorer, allows the user to query crimes specific to a City
neighborhood.

Additionally, crime data is also available on the City’s Open Data Portal: Datasets - City of
San Diego Open Data Portal. This crime data can be downloaded into usable files; also
available on this site are dictionaries to help navigate the different data sets.

CALIFORNIA PUBLIC RECORDS ACT REQUEST

There were no Public Records Act requests regarding these technologies.

ANNUAL COST

The cost for the service is $15,045.25 a year for the vehicle trackers.

The cost for the service is $1560.00 a year for the object trackers.

The funding for the vehicle and object trackers is from the Department’s General Fund.
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https://www.sandiego.gov/sites/default/files/fy23-fy27-it-strategic-plan-sd.pdf
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://www.sandiego.gov/police/data-transparency/crime-statistics
https://experience.arcgis.com/experience/c24d611442564023af92f42759ee5c42/
https://data.sandiego.gov/datasets/?department=police&category=public-safety
https://data.sandiego.gov/datasets/?department=police&category=public-safety

REQUESTED MODIFICATIONS TO THE USE POLICY

There are no requested modifications to these technologies' Use Policies.

90



Conclusion

ONE TEAM. ONE MISSION.



This Annual Surveillance Report reaffirms the SDPD’s commitment to providing open
dialogue and transparency to our community members and elected officials. The surveillance
equipment the SDPD employs allows officers to enhance the safety of the public, provide
officers with better situational awareness, resolve critical incidents safely, and assist in
criminal investigations. The SDPD continues to strive to preserve human life, partner with
the community, hold ourselves to the highest standards of integrity and advance innovations
within the law enforcement community.

This report encapsulates the various technologies utilized by the SDPD to protect and serve
the community, in addition to ensuring compliance with the law. The SDPD continues to
meet or exceed the requirements of the ordinance. The SDPD has complied with the
ordinance and has demonstrated the benefits to the community of the City’s acquisition and
use of the surveillance technologies outweigh the costs. The proposed use of surveillance
technology will safeguard civil rights and civil liberties. Based on the facts and information
presented to the City Council, there is no effective alternative to the proposed surveillance
technology that provides a lesser financial cost to the City and impact on civil rights or civil
liberties.

This Annual Surveillance Report has fulfilled the obligations under the Municipal Code,
specifically, the Transparent and Responsible Use of Surveillance Technology ordinance. The
SDPD looks forward to feedback from the Privacy Advisory Board, community stakeholders,
and City Council during this process and in the future.
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