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What is a Shared CROMERR Services (SCS) 
Electronic Signature and why do I need one? 
 
A SCS electronic signature will enable a user to submit and track electronic 
documents through the City of San Diego Industrial Wastewater Control 
Program’s (IWCP) Online Portal. To access the IWCP Online Portal, you will 
first need to create your electronic signature. 

 
According to the current regulations for electronic reporting, a list of 
requirements must be met before a system can begin collecting 
environmental data electronically. These requirements are commonly 
referred to as CROMERR (CROss Media Electronic Reporting Rule). The 
requirements provide the legal framework for electronic reporting under Title 
40 of the Code of Federal Regulations to the Environmental Protection 
Agency (EPA). 

 
As part of your SCS electronic signature creation, you will be required to 
verify your identity through a third-party service called LexisNexis. Since 
IWCP offers the ability to electronically sign and submit information, these 
additional registration steps must be completed to comply with CROMERR’s 
legal requirements. 

 
Before you begin, please review the following information: 

 
 If your organization/company has never had a permit with the IWCP, 

if your organization/company has recently changed ownership, or if 
you do not have signatory authority for your company, please complete 
and submit by mail the Shared CROMERR Services (SCS) Electronic 
Signature Registration Form and the Confirmation/Delegation of 
Signatory Authority Form before attempting to create your SCS 
electronic signature. 

 
 Individual consultants and performance testing companies must 

register themselves and indicate the organization/company to be 
submitting for during the SCS registration. If you are a consultant or 
performance testing company, please complete and submit by mail 
the Shared CROMERR Services (SCS) Electronic Signature Registration 
Form and the Confirmation/Delegation of Signatory Authority Form. 

 
 The access and use of a SCS electronic signature requires the creation 

of a user ID and password that must be kept confidential. A SCS 
electronic signature is for individual use only and cannot be shared or 
accessed by anyone other than the original owner. For more 
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information, see the SCS Terms and Conditions. 
 

The following steps will guide you through the process of setting up your 
SCS electronic signature. If you have any questions throughout the process, 
please contact the SCS Help Desk 888-890-1995, option 2 or 
SCS@epadx.net.  

 

Step 1 – Websites & Browsers 
Using Google Chrome or Microsoft Edge as your internet browser, access 
the EPA’s SCS electronic reporting site, https://Encromerr.epa.gov Please 
note other internet browsers will not support the SCS/IWCP Online Portal. 
You must also enable pop-ups from https://sandiego.gov on your internet 
browser. 

 
To enable pop-ups on Google Chrome: 

 
1. On your computer, open Chrome. 
2. At the top right, select the three dots  then select Settings. 
3. On the left side of the screen, select Privacy and Security. 
4. Select Site Settings from the middle of the screen. 
5. Scroll down and select Pop-ups and Redirects. 
6. At the top, turn the setting to Allowed to disable the pop-up blocker 

altogether. 
7. To only allow pop-ups from the IWCP, select Add under the Allow 

section and enter https://Sandiego.gov . 
 

Once you have accessed the EPA’s SCS electronic reporting site, select Register with 
SCS 
 
 

0 

Home Recent Announcements 

SC Advanced Shared Services 
\. Contact Us 

Welcome 
Welcome to the Environmental Protection Agency (EPA) Shared CROMERR Services (SGS) - the Agency's electronic reporting site. The Shared GROMERR Services concept has been defined as a central point which 
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Step 2 – Choose a Partner 
 

Begin by choosing your Partner/Program/Role. 
Under Choose a Partner, search and select City of San Diego. 
 

 
 

Under Choose a Program Service, select IWCP Industrial Wastewater Control 
Program. 
 

 
 

SERVICE& REQUESTED 

Partner I Program I Role 

Program ID 

Terms & Conchtions 

Rules of Behavior 

ACCOUNT PROFILE 

Account Owner 

Organization Information 

Email Validation 

VERIFY IDENTITY 

SIGNATURE AGREEMENT 

SC$ Advanced Shared services 

SUVICES REQUESTED 

Partner I Program I Role 

Program ID 

Terms & condrtiOns 

Rules or Behavior 

ACCOUNT PROFILE 

Account owner 

OrganiZatiOn Information 

Email valldatlon 

Vurn•v IDENTITY 

SJGNATURli AGREEMENT 

Register By Partner Register By Program 

ChOose a Partner 

Begin by typing Environmental Partner name or related keyword(s) to finer the list of available partners (e.g. Alabama, Miehigan, etc.) or press "Register by 
Program" for more filters. To continue cliek on the desired Partner. 

City of 

City of Fresno DPU-WMD 

City Of Nampa, Idaho 

City of Philadelphia, Department of Publie Heath, PA Asbestos Control Unit 

City of San Diego 

Register By Partner Register By Program 

ChOose a Partner • City or San Diego 

Choose a Program servlee 

Type service related keyword(s) to filter the list of available programs (e.g Compliance, Portal, etc.) To continue click on the desired Program. 

Search 

IWCP Industrial wastewater Control Program 

'-.. Contact Us 

Cancel 
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Under Choose a Role, choose Certifier. 

 
Certifier: A Certifier is the authorized representative of the company. A 
Certifier is authorized to create, submit, and sign for any task within the 
IWCP Online Portal and also has submission signing authority. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SC$ Advanced Shared Services 

SERVICE& REQUE5TED 

Partner I Program I Role 

Program ID 

Terms & Conditions 

Rules of Behavior 

ACCOUNT PROFILE 

Account Owner 

OrganiZation Information 

Email Validation 

VERIFY IDENTITY 

SIGNATURE AGREEMENT 

Advanced scs Home I Pnvacy and Secunty Notice 

Accessib1llty I Terms & Conditions 

Register By Partner Register By Program 

Choose a Partner ► Crty of San Diego 

Choose a Program Service ► IWCP lndustnal Wastewater Control Program 

Choose a Role 

To continue please select a Role and then press the continue button that will appear once a role is selected. 

Permittee 

rli'i=I 
IIE:J 

\.. Contact Us 

Cancel 

e 
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When you are finished with this section, select Continue to proceed. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

SC S Advanced Shared Services 

SERVICES REQUESTED 

Partner I Program I Role 

Program ID 

Terms & CondrtiOns 

Rules of Behavior 

ACCOUNT PROFILE 

Account Owner 

Organization Information 

Email Validation 

VERIFY IDENTITY 

SIGNATURE AGREEMENT 

\.. Contact us 

Register By Partner Register By Program 

Choose a Partner• City of San Diego 

Choose a Program Serv,ce • IWCP lndustnal Wastewater control Program 

Choose a Role • Penmttee 

1111 Cancel 
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Step 3 – Terms and Conditions/Privacy Policy 
 

Next, read and accept the City of San Diego’s Terms and Conditions/Privacy 
Policy. Check the box at the bottom of the screen that states, “I am this 
registrant…”. Select Accept to proceed. 
 

 
 

You have now completed the Services Requested section of the registration 
process. Please continue to the Account Profile section. 

&EPA United States Environmental Protection Agency 

Home Recent Announcements About 

SC$ Advanced Shared Services 

SERVICE& REQ UE&TED 

Partner I Program I Role 

Program 10 

Terms & Conditions 

Rules of Behavior 

ACCOUNT PROFILE 

Account Owner 

OrganiZation Information 

Email Validation 

VERIFY IDENTITY 

SIGNATURE AGREEMENT 

\.. Contact Us 

Read and accept City of San Diego's Terms & Condit10ns / Pnvacy Policy 

The access and use of SCS Registration for the electronic submittal of environmental Information require the creation of a user ID and password that I must 
maintain and keep confidential. I will review the following steps concerning the creation and maintenance of a user ID and password. 

Warn ing Notice 

In proceeding and accessing U.S. Government information anci information systems, you acknowledge that you fully understand and consent to all of the 
folloWing: 

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes on ly; 
2. unautharized access to or unauthOrized use of U.S. Government information or information systems is subject to criminal, civil, administrative, or other 

lawful action; 
3. the term U.S. Government information system includes systems operated on t>etiatf of the U.S. Government; 
4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government information 

systems: 
5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, Intercept, search, and seize any authorized or 

unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government information systems; 
6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include non-U.S. 

Government owned devices, that stores U.S. Government information; 
7. any communications or information used, transmitted, or stored on U.S. Government information systems may t>e used or disclosed for any lawful 

government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring, personnel misconduct 
measures, law enforcement. and counterintell igence inquiries; and 

O I am this registrant. I will not share my account, and I accept the terms and condnions, at>ove. 

1111 Reject 
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Step 4 – Account Profile 
 
Complete the Account Profile section. All information entered in this section 
applies to you, the individual person registering. Enter your information 
under Account Owner. The email you provide will be used to verify your 
identity. Do not use a shared email address for which any other person has 
access. Under Account, create your SCS user ID and password. Then, provide 
answers to three security questions, which can be used in the future if you 
forget your SCS login information. Your SCS login password must be changed 
every 90 days. Select Continue to proceed. 

 

SERVICES REQUESTED 

Partner J Program J Rote 

PrngmmlD 

Terms & Conditions 

RdeSatBehll'!Jior 

ACCOUNT PftOfU.£ 

Aocol..fflOwner 

Organization lnfonnation 

Email Vaida6on 

VEl'(lfY IDENTITY 

SfGNAlUl'(f. AGREEMENT 

First Name .. First Name 

Middle Initial Middlelniiisl 

Last Name .. 

Suffix Suffix 

Email Address .. Email 

Confinn Email .. Confirm Email 

User 10 .. User ID 

P:asswon:t .. 0 

COflfinn P:asswon:t .. Confirm Password 

5ecuity Question 1 .. 'Mlal was Vod" childhood nickname? 
V "I 

Security Answer t .. Security Answer 1 

5ecuity Question 2 .. vi.taal .street tid vou ive on., third arade? 
V "I 

Security Answer 2 .. Secul'S)' Answer 2 

5ecuity Question 3 .. I 'Mist school did vou aifend for sixth tpde? 
V "I 

SecurityAfl5Wer 3.. SecurityAnswer3 

Show Passwords and Answers □ 
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Step 5 – Organization Information 
 
Complete the organization information. Begin by typing in your 
organization/company name in the search bar. It is helpful to only type in 
the first couple letters of the organization/company name and then select 
Search. 

 
If your organization/company is not found, please create one by clicking the 
hyperlink text “Enter a new organization”. 
 
 

 
 

,Ei,EPA unnMst?11errw1Mme.-:'llPINN.nMJ\q~n,r.y 

ltoinr. R~lAnl'f(A.Jll'.t"nu:nl:s 

P• PTOl',fl.-.i'1 ~ 

Advaocoo 5'larch 
Tt!tl'll'J.4 COnd(lon~ 

~ -sta1tn am Stitt!. an Ofgc1rauDOll If me OfVcml.l.l\JOn 1s. noa Muna yoo v.,. ~ ro con1iKI. ine SCS Help oesa 

\IMJPT tl.lliNTin 

S1a,u.TV111 ACIIIIHll■IIT 

Type your organizatoonicompany's name 

Company Name Ill 
Advanced Search ... 

Please search and Select an organization, if the organization is not found, please create one 

Enter a new organ1zat1on 

No results found. 

\,. COnlact~ 
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Once you have found the correct organization/company, click Select, then 
enter your primary phone number. Select Continue to proceed. 

 
 

Step 6 – SCS Verification Email 
 

Once the Organization Information has been selected, SCS will send a verification 
email to the email address entered in step four. This email will contain a link and 
validation code. 

 
SCS Registration Verification Request Email Sample: 

 

 

SEPA Ur<ted States Envlromlenlo/ ProcedionAgency 

Home Recent Amounccmcnt:s Abc>ut 

s c Advanced Shared -

SAYICIROUITO 

Progr mtO 

Terms $ COnclt 

AccountO.

Org3niz.,r,on lnlom. ~ 

Ema \lalldat,00 

Vuu,v IDENTITY 

SIGNATURE AORHMENT 

• 
SCS Administrator <scs@epacdx.net> 
To 0 

Retention Policy lnbox (Never) 

© Fol low up, Comp leted on Thursday, December 01, 2022. 

Mv ncod Soarch 

City ol San [),ego lnduslr 

8192Topaz 

Phone NumbO< • 

PhOntEllt 

Expires Never 

PlloneEx 

f-; Reply I <~ Reply All I ➔ Forward 11 ~ 
Wed 11 / 30/2022 10:59 AM 

**This email came from an external source. Be cautious about clicking on any links in this email or opening attachments.•• 

You are rece iving th is email because you have successfully created a SanDiego account with EPA Shared Services Portal. Please note, your registrat ion is not 
yet complete. You will need to confirm your account ••••• by completing either of the following options: 
a) Click the following link. You will need to enter the password t hat was selected during the registration process. 
https://encromerrdev.epacdxnode.net/Registration/SubmitEmailValidation?Userld Code Roleld 10870 

If you cl ick the link and it appears to be broken, please copy and paste it into a new browser window. 

b) In your existi ng browser window, copy and paste the following code into the "Validation Code" field on the signature web page: 
Sd 

Once you have successfully logged into your account, you may be required to provide additional information. Any additional information will need to be 

completed before you are able to access your Program Service. 
Please do not respond to this message. If you have questions concerning this request, you may contact support at the hyperl ink be low. 

Partner Help Desk https://encromerrdev.epacdxnode.net/Hotlines?Code=SanDiego 

City of San Diego 
https://encromerrdev.epacdxnode.net 

I. Contaa Us 
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Click the link provided within the email; or copy and paste the code provided 
into the Validation Code field on the signature web page. Select Create 
Account to proceed. 

 

 
After you have completed the Email Validation section, you will receive an 
email indicating that you have successfully created an Account. Please note 
that the Account is not yet activated. The Account activation process can take 
up to five business days. 

 
SCS Registration Status Change Email Sample: 

SERVICES REQUESTED 

Partner/ Program / Role 

Program ID 

T eITnS & Condtions 

Rules of Behaffi 

A CCOUNT P ROFILE 

Account Owner 

Organization Information 

EmaH Validation 

VERIFY IDENTITY 

SIGNATURE AGREEMENT 

Email Vafaiat1on 

You will soon receive an email confirmation message (at L_::;::=:::;;;:::::=:,_-) with a validation code. Enter the code to activate your user account. 
Resend validation code 

User ID 

Code 

ENM·MN 

R SCS Administrator <helpdesk@epacdx.net> 

SCS Registration Status Change 

Tue 1:40 PM 

You have successfully created an account with EPA Shared CROMERR Services (SCS). You will be notified by e-mail when the account has been activated. 

If you have questions concerniog this change io registration status, you may contact us by email at helpdesk@epaccbuiet or by calliog the SCS Technical Support Staff through our toll free 
telephone support on 888-890-1995 between 8:00 am to 6:00 pm (EST) Monday through Friday. 

SCS Registration Home Page 
https://encromerr.epa.gov 

V 
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Once the Account is activated, you will receive a separate confirmation email. SCS 
Registration Status Change Email Sample: 
 
 
 
 
 
 
 
 
 

You have now completed the Services Requested and the Account Profile 
sections of the registration process. Please continue to the LexisNexis 
Identity Verification, Electronic Signature Agreement, and Signature Device 
Authentication sections to complete the registration process. 

 

R SCS Administrator <helpdesk@epacdx.net > 

SCS Registration Status Change 

Your Shared CROMERR Services (SCS) account has been actiYated by EPA. 

If you have questions concerning this change in registration status, you may contact us by email at helpdesk@!epacdx...net. 

SCS Registration Home Page 
https://encromerr.epa..gov 

Tue 1:40 PM 

V 
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Step 7 – LexisNexis ID Proofing 
 
Once your SCS account has been activated, you will be asked to verify your 
identity with the third- party service LexisNexis. Since IWCP offers the 
ability to electronically sign and submit information, these additional 
registration steps must be completed to comply with CROMERR’s legal 
requirements. 

 
Once all the requested information has been entered, check the box that you 
have reviewed the information presented, and then select Verify to proceed. 

 

 
*If you choose to verify your identity via a paper-based process, select Use 
Paper Agreement on the bottom of the screen. Please note that using a paper-
based process will significantly delay the applicant’s access to the IWCP 
Online Portal. 

&EPA United States EnVl!Offllental Protection Agency logged mas 

Home Recent Announcements 

scs \.. Contact Us 

Verify your identity with LexisNexis 

Vv'hile your registration is complete, the program you registered for requires that you complete the Identity Proofing process for your account. If you do not complete this process electronically, you will need to do it via a 
paper-based process before you complete any signing activities within the system. The identity proofing provider, LexisNexis, will pull your first. and last name exactly as it's displayed on this page [Click here) for details on 
the paper based process. 

Note: By clicking [Verify] you understand the service is voluntary and that you are validating personally identifying information including the last 4 digits of SSN against a 3rd-Party service LexisNexis®, which will return 
evidence of validation of your personalty identifying information back to the U.S Environmental Protection Agency. The U.S EPA will not collect or retain sensitive, personally identifying information such as your Social 
Security Number (SSN); however, EPA will receive evidence of identity validalion which may be used to identify you for legal purposes 

First Name 

Middle Initial 

Last Name 

Home Add ress Home Address 

Home Address 2 Home Address 2 

City City 

State State 

Zip Code Zip Code 

Home Phone Home Phone 

Last4 of SSN SSN4 

0 Show SSN 

Date of Birth MM/0O/YYYY 

B I have reviewed the name presented above and I would like to proceed with LexisNexis. 

Use Paper Agreement 

l 
l 
l 

·] 

l 
l 
l 

0 
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If your identity verification results have passed, skip to step 8. If your 
LexisNexis identity verification results fail to meet the requirements, you 
will receive a pop-up notification. From this pop-up screen, you can select 
Continue and try entering your information again, or you can select Sign 
Paper Form and bypass the electronic submission. The most common error 
is using your organization/companies address and phone number instead 
of your home address and phone number. 

 

 
 
 
 
 
 
 
 
 
 
 
 

nization_ If you have a valid social security numbe 
ontinue to proceed with the automatic verification 
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After selecting Sign Paper Form, you will be directed to the Electronic 
Signature Agreement page. Read over the information, and then select Sign 
Paper Form to bring up the print option on your computer. 
 

 
 

SC$ \. contact us 

Paper SCS Electronic Signature Agreement 

The scs electronic: signature agreement (ESA) ts an agreement lletween you""~ and scs tnat wtll autnortze your electronic signature By signing 11,e ESA you agree to a<lllere to u,e conatuons ttstea on tile agreement llefow 

Once lhe ESA nas Ileen sognea. you w•t Ile aulhorizea to sogn an<I/Of encrypt Information fOf your <lata flow. For any quesl!Ons regarding the SCS ESA please contact lhe SCS Help Oesl< 

City of San Diego 
ELECTRONIC SIGNATURE AGREEMENT 

In accepting tile electronic signature credenll3t Issued by Ille City of San Diego to sign electronic docUments subrnlttea to Cdy ol San Diego's snarea CROMERR Services (SCS), and as a representawe foc 

Electron le Slgn3tur• Holder Company lntorm:1tion 

PrganlZalion Name: lltian'S Brewe,y II 

IA<ldress 142 Topaz way San Otego, CA us 92071 
1-'nOne Number 
-mail Address. -Regtstranrs Name 

scs user Name: , __ 
(1) I Certify I nave the authority to enter into this Agreement on Denali of the o rvan lution Identified at>o"te, and I am a stgnatOJy auu,ortzea to represent that Organizallon, and I am able to sign and subrntt reports and 
otller tnfonnallon on benall of that Organtzauon In tile capacity requ~ea by statute and/or regutatton. 

(2) t Certify 1na1 by signing and submitting tilts agrffmtni t nave road, understand, and accept tho terms and conditions of tnts electronic signature agreement t certJty under penatty of taw tnat I nave personalty 
examined and am familiar Yrith the information submitted In this agreement and I belte'Ve that the infonnation is true. accurate and co"1)1ete. I am av.'are that there are slgniflCaflt penalties for submitting fatse information. 
tnctudtng tile posstl>lltty of nne and Imprisonment. 

(3) Agr11 to protect 1n1 otoctrontc stgnaturo crldonuat. conslSttng or my snarea CROMERR Servtce (SCS). user Identification and password, as Welt as knOwteGge based questtons (KBOs) and answers rrOJn use by anyone 
except me. Spedffcaly, I agree to maintain the secrecy of tne passworo; I will not divulge°' delegate my user name, password, and KBOs and answers lo any other individual; I will not store my password as wel as KBOs and 
answers In an unprotectea tocatton, and I wta not allow my password to Ile written Into computer scrlpls to acnleve automatea login. 

(4) Agr11 to tmmldtattty contact tho scs Http Oosk: at 888-890-1995, OpUon 2 aner suspecting misuse or my account I wtU contact tne SCS Help 0esk. at 888-890-1995, Opeton 2 as soon as possible, bUt no tater tnan 24 
hours, after suspecting or determining that my user name and password have become k>st, stolen, comprom~ or used Inconsistent with SCS Terms and ConditJOns at 
nttps / /c,lX epa govtEpaSnareaseMcesPonal/Scs/Te,msAndCondtuons 

(5) t agr11 to notlfy scs wfthtn ton wort<tng days II my duties cnango and t no longer neea to Interact wttn the SCS on oenatt or my organtzatton t agree to make tlllS nottncatton Dy notttytng tne Cly or San Diego Tecnn1ca1 
Support staff at 888-890-1995. Opeton 2 Of scs@epacdx.net. 

(6) Undar5Und th.1t I will be informed ot profile ch;snges through my registered electronic mall (e-m3il) ;iddress wnenever my user kJenuncatk>n or password have been modified. 

(7) Understand that SC s reports tno last login dato that my user ldentlflcatton and password were used Immediately ane, successf\Jlly togging Into SCS 

(8) Undorstand and agrH that I wtll be notd as togatty bound, obllgolld, and rosponslbto for tile use or my electronic signature as t would Ile using my nand-Wlftten signature 

(9) Understand I wfll receive email upon use of my electronic signature so wnenever I etectronlcalty stgn and sut>ml an etectronic document to tne SCS. I wtl receive an e mal at my regtsterea e matt address Till$ e-mail 
w,I mronn me that a submisSIOO nas Ileen made to SCS from my user account and wtl contain Instructions to view infOJmation regarding tile submission, lna.xfing my copy of RecOJd (CoR). 

(10) Agr11 to report any suspicious activity so d I receive an e mai nouficaUOn for any activny tnat I dO not llelleve tnat I perlonnea, I wtl notJfy the SCS Help 0eslc as soon as posstble, but no tater tnan 24 nours, aner 
receipt 

(11) AgrH to conuct the scs Help Desk: If I do not rKeive an e m3II nottfle:1tion within 5 business days for any electronica!ly signed submtssk>n using my aedentials 

(11 ) Agree to conQct the scs Help Oesk: 11 1 do not receive an e mall notlllcatlon wttntn 5 t>ustness <lays rOJ any electronlcally slgnea subrntsston ustng my creaenttats 

(12) AgrH to repon, within 24 hours of discovery, .1ny evidence of dlscrep.3ncy between any electronic dOCument I have signed ancl submitte<J and what the SCS has received from me by contacting the SCS Heip Desk: 

(13) AgrH to notify th• City of S.1n Diego if I ce.1se to represent th• regul.1ted entity specified above as stgnatory of that organiZation's electronic submissions by contact.mg the SCS Help Desk. as soon as this change in 

retattonshtp occurs and to sign a surrender certtncatton at tnat ume 

(14) Agrtt to rtta ln a copy of this stgntd agreement as tong as t continue to represent lhe regutatea enUty specified abOVe as signato,y or the co~ny'S electronic submlsstons 

Name of electronic signature notder ..... 

Signature Stgnea Electronically B 

oate 617/2023 

l}s Postal Servlc•: 
CGI Feaera1 Data Processing center 
12601 FaH akes c-cte 
Fa1rlax, VA 22033 

USPS/FedEX: 
CGI Feaerat Data Processing center 
12601 Fa<takes Crete 
Fatrlax. VA 22030 

Sign Paper FOJm cancet 

Advanced SCS Home I Pnvacy and Securlly Notice 

Access1D1tiry I Terms & Com1111ons 

PLEASE SEND THIS OOCUMENT AS SOON AS POSSIBLE TO 

~ f) 
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An additional screen will pop-up, select the button on the left-hand corner 
of the screen indicating Print to Mail. After you print the Electronic 
Signature Agreement. IWCP can only accept forms that are hand-signed (wet 
signature), therefore the form must be mailed or hand-delivered to the 
address listed on the agreement. 

 
Please note that using a paper-based process will significantly delay the 
applicant’s access to the IWCP Online Portal. 

 

City of San Diego 
ELECTRONIC SIGNATURE AGREEMENT 

In accepting the electronic Signature cre<1enuaI Issued by tne City or San Olego to sign eleetfonle dOCuments submitted to City 

or San Olego's Shared CROMERR Services (SCS). and as a representative IOI'. 

onlc Slgn•ture Holder Comp•n lnform•llon 
niZallon Name 
ss· o. CA US 92071 

e Number ===--~-~~ ~~~~------------11 

rlAddress. 
trant's Name 
User Name 

(1) I Cortlly I have the authority to ontor Into this Agr11111ont on bohalf of tho Organization 10entIfled at>ove and I am a 
signatory authonZed to represent that Organization. and I am able to sign and subnit reports and other information on beha~ 
or that Organization In the capacity required by statute and/or regulation 

(2) t Certify that by signing and submlttlng~ls agrHment. I have read, understand, and accept the terms and 
conditions of this electronic signature agreement I cef1Jly under penalty or law that I have pe,sonany examined and am 
rammar v.lth the 1nrormauon sut>mlned In thlS agreement and I oeI1eve that the lnrormauon IS uue. accurate and complete I am 

aware that there are significant penanies !Of submttting false inlOfmation. including the possibiity of fine and imprisonment 

(3) Ag reo to protoct tho oloctronic signature credonti•I . consisting of my Shared CROMERR Service (SCS). user 
10entmcaI1on and passwOfd, as well as knoW1edge Dase<! questions (KBOs) and answers from use Dy anyone except me 
Specrfically. I agree to maintain the secrecy of the password. I wiU not divulge or delegate my user name. password. and 
KBOS and answers 10 any Olher lndMdual, I v.11 not store my password as weu as KBOs and answers In an unprotected 

location. and I wit not allow my password to be wrttten Into computer scripts to achieve automated IOgln 

(4) Ag ree to immediately contact the SCS Help Desk: at 888-890-1995, Option 2 aner suspecting misuse of my account. I 
win contact the scs Help Desk· at 888-890-1995, Option 2 as soon as possible, but no later than 24 hours. aner suspecting Of 

determlnflQ that my user name and password have become lost. stolen. compromised or used Inconsistent with SCS Terms 
and Condnions at hnps //cdx epa gov/EpaShare<1servlcesPorta11Scs/TermsAndCondnions 

(5) I agrH to notify SCS Within ten working d•ys If my duties change and I no longer need to lnterad v.1th the SCS on 
beha~ or my organization I agree to make this notification by notifying the City or San Diego Technical support starr at 888-
890-1995, Option 2 or scs@epacdx net 

(6) Understand that I wtll be lntormt<I or profile changes through my reg lstert<I etectronlc mall (e-mail) •ddress 
whenever my user idenllfication or password have been moo,ried. 
(7) Undorstand that scs reports tho last login date that my user idenllflcaUOn and password were used ImmedIately aner 
successruay IC,gglng Into SCS 

(8l Understand and aa ree that I wtll be held as teaallv bound. obllQated. and resp0ns lble ror the use OI mv electronic 
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Once you have completed printing the form, SCS will direct you to an error page. 
From here, select 
go to the Dashboard page. 

 

 
Once you are at your dashboard, you will see “Awaiting Electronic Signature 
Agreement” under Action. After IWCP receives and processes the Electronic 
Signature Agreement, you will be notified via email from SCS to log back into 
your account to continue the SCS electronic signature registration process. 

 

 
For questions regarding this step, please contact the IWCP at 858-654-4100 
or IWCP@sandiego.gov  

SEPA United States Environmental Protection Agency Logged 10 as (log out) 

Home Recent Announcements 

scs \. Contact Us 

We're sorry... ~ 
The page you are looking for [https://encromerr.epa.govfldentityProofing/null] is not available. The ed CROMERR Services (SCS) site has been upgraded and it is possible that this page has been moved or renamed. 
You can use your browser's Back button to return to the previous page or go to the Dashboard page. 

0 EPA United States Environmental Protection Agency 

Home Recent Announcements 

SC Dashboard 

Program Services 
Services I Profile I Mail I Subm1ss1on History 

Partner Program Service Role Org Action 

MARICOPA IMPACT Certifier Maricopa County Air Quality Department Awaiting Electronic Signature Agreement 

Showing 1 to 1 of 1 rows 

Advanced SGS Home I Pnvacy and Security Nonce 
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Step 8 – ID Challenge Questions 
 

Next, you will be prompted to enter challenge questions and answers. Begin 
by selecting five challenge questions and completing each answer. It is 
suggested to click the Show Answers box in the lower left to avoid mistakes. 
Be sure to save these challenge questions and answers separately as they will 
be used frequently within SCS. After you complete the challenge questions 
and answers, select Save Answers to proceed. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
You will receive an automated email to confirm the submission of the 
challenge questions. E-Sig PIN Questions Answered Email Sample: 
 

 

t oEPA Unrled States Environmental Protection Agency Logged 1n as~-., (log oul) 

Home Recent Announcements 

scs ~ contact us 

Lexis.Nexis Iden' Proc-r,ng Successful 

scs Registration : Additional Verification 
You are registered for a program mat requires eslgnature PIN Verlflcauon Please select five (5) chanenge questions and answers The questions that you seleCt stiould be questlOns that you can remember, out <llfflcun tor 
anyone else to guess 

Select 5 Challenge Questions and Answers 

ShowAnswtrs 

IS·':-iihi / 

n SCS Administrator <helpdesk@epacdx.net> 

IM eSIG-PIN Questions Answered (TESTI 

You have provided ans,vers to 5 eSIG-PIN questions on 10/8/2019 5:33:02 PM for SCS user account, 

A Dashboard Inbox message has been sent ,,~th the questions you selected. 

Tue2:33PM 

However, for your protection, your answers are not provided. lfyou forget your questions or answers, you may reset your eSIG-PIN questions and answers through your profile page or by contacting the 
SCS Help Desk to request an eSIG-PIN Reset Authorization Code. 
If you did not provide eSIG-PIN questions and answers, please contact the SCS Help and alert them of a possible security breach of your account. 

SCS Registration Homepage 
https://encromerrtest.epacd:mode.net 

Shared CROMERR Services Portal 
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Step 9 – Electronic Signature Agreement 
Next, you will be directed to the Electronic Signature Agreement screen. Once 
this section is thoroughly reviewed, select Sign Electronically at the bottom 
of the page. 

 
 
A pop-up window will appear requesting a Certification Acknowledgment. 
After thoroughly reviewing the pop-up window, select Accept to proceed. 

 

 

 
 
 

The questions/answers have been saved 

Electronic Signature Agreement 

The SCS electronic signature ag[eement {ESA) Is an agreement between yourself and SCS that w,11 authortze your electronic signature. By signing the ESA you agree to adhere to the conditions lrsted on the agreement below 
Once the ESA has oeen signed, you wit De autno<tzeo to sign anotor encrypt lnlonnatlon 10< your oata now For any questions regarolng tlle SCS ESA please contact the scs Hetp Desk. 

City of San Diego 
ELECTRONIC SIG ATURE AGREEMENT 

1n accephng the electronic signature acdcntial issued by the City of San Diego to sign electronic docwnents submitted to City of San Diego's Shared CROMERR Sen'lCes (SCS), and as a representative for: 

Electronic Si1na1ure Holder Company Information 
Organization Name: Brian's Brewery Il 
Address: 9142 ToPU Way San Diego, CA US 92071 
Phone Number: 
E~mn.il Address: ·~ Regtstrant's Name: 
SCS User Name: 

1.- . 

( I) I Certif,· l hue the au1hori1y to eater i.010 this Aareemeot on behalf of ch Oraanization identified abo\·e, and I am a signatory authorized to represent that Orgaruzahon, and I am able to 11gn and submit 
reports and othCf" infonna1100 on behalf of that Organization in the capacity required by statute and/or regulation. 

(2) I Certif)• Cb at by siaa iaa and submiuina this aareemeoc, J hue read, undersc·and, and accept tbe cemu and conditions of this electronic sianarure agreement. I ccnify undtt penalty ortaw that I ba,·e 
personally ex.attuned and am famtliar \\ith the infonnatton subnutted in this agrttment and I belie\·e that the informat1on is true, accurate and complete. I am aware that there are significant penalties for subnuning 
false mformat1on. including the possibility of fine and imprisonment 

(3) Aaree 10 p rotect the t l« cronic sianaturt credentia l, consistiq of my Shared CROMERR Sen ice (SCS). user identification and password, as well as knowledge based questions (KBQs) and answers from 
use by anyone except me. Spec:1fically, l agree to maintain the secrecy of the password; I will not di\'ulge or delegate my user name, password, and KBQs and answers to any other Uldindual; J ,,,11 not store my 
password as well as KBQs and M.SWcrs in an unprotected location; and I w1U not allow m)' password to be \,Titten into computer scripts to achiC\·c: automated login. 

Certification Acknowledgement 0 

I certify under penalty of law !hat the 1nrormat10n provkled 1n ltlls document rs to the best of 
my knOWledge and belief. true. accurate. and complete I am aware that there are 
sJgnifleant peoat!les ror subml111ng false Information. lnclUding the poss1blllty or nnes ana 
imprisornnent for knowmg VOOlions. 

~ 

. 



How to Create a Shared CROMERR Services (SCS) Electronic Signature

20 

 

 

 
Step 10 – Signature Device Authentication 
Now you will be directed to the Signature Device Authentication section. To 
complete this section, follow the steps below. 

 
1. Enter your password and select Log In. 

 
2. Provide the answer to one of your pre-selected challenge questions and 

select Answer. 
 

 
3. Select Sign to complete the submission. 

 

~ O EPA unned states Environmental Protecnon Agency Logged m as ,r • {log out) 

Home Recent Announcements 

scs '-. Contact Us 

Signature Device Authentication 

Log In 

UHrlD 

Password 

oEPA United states Environmental Protection Agency Logged mas <I" - - (Log out) 

Home Recenl Announcements 

Signature Device Authenticatlon 

Log In 

User ID 

Password 

0 ShOw Password 

Answer Secret Question 

Question 
What ls your favorite pet's name? 

Answer 

□ ShowAnswe -

\.. Contact Us 

O EPA United States Environmental Protection Agency Logged tn as r , (Log out) 

Home Recenl Announc:emenls 

scs 
Signature Device Authentication 

Log In 

User ID 

Password 

snow Passwora 

Answer Secret Question 

Question 

What is your favorite pers name? 

Answer 

ShOWAnswtr 

'-. Con!act Us 

Cfick Sign to complete your sut>m1ss1on 
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How to Access the IWCP Online Portal 
 

You will now be able to log in to your SCS Dashboard. Inside the Program 
Services box on the home page, you will see that the Action indicates 
Awaiting Approval. 

 
Once IWCP verifies your submission, you will receive an automated email 
confirming your account is now active. The verification and activation 
process can take up to five business days. 

 
SCS Role Activation Email Sample: 

 

 
After the confirmation email is received, the registration process is complete. 
On your SCS Dashboard, click Submit Now to access the IWCP Online Portal. 
 

 

OEPA United States Environmental Protection Agency Logged mas ......_.. (Log out) 

Home Recent Announcements 

SC$ oasnooard 
\. Contact Us 

Program Services Nolificafions (More) 
Se.vices J Profile I Mail I Subm1SS10n History 

Panner Prog ram Service Role Org Action 

MARICOPA Maricopa County Air Quality Department I ~g_AP-~ 

snowing 1 10 1 or 1 rows 

R W, d10/02/201911:24AM 

SCS Administ rator <helpdesk@epacdx.net > 
Your SCS Role Activation (TESTI To 

This email is to notify you that your Advanced Shared CROMERR Services (SCS) Certifier Role~ as been actiYated.! 

No noUfications 

In order to access this role. please login using your credentials via the SCS Registration Homepage: - - --= -• ---~------~· -=--~---

oEPA UmtedstatesEnvironmentalProtect,onAgency Logged1nas : == __ (Logout) 

Home Recent Announcements About 

SC$ Dasnboard \.. Contact us 

Program Services Not1ficat1ons (More) 

Services I Profile I Mail I SubmIssIon History 

No notifications 

Partner Program Service Rote erg Action 

SanDiego IWCP Permittee City of San Diego Industrial Wastewater Control Program Submit Now 

Showing 1 to 1 of 1 rows 

Advanced scs Home I Pnvacy and Security Notice ~ @ A 
Access1b1lrty I Te,ms & Condrbons w 
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Setting up Access to Multiple 
Organizations/Companies 
 
If you require access to more than one organization/company, you must 
provide sufficient evidence to IWCP that you are approved to access that 
organization/company information. Please submit evidence in the form of a 
Shared CROMERR Services (SCS) Electronic Signature Registration Form and 
Confirmation/Delegation of Signatory Authority Form (if one is not already on 
file). If a Confirmation/Delegation of Signatory Authority Form is submitted, 
the original with wet signature must be mailed to 9192 Topaz Way MS902, San 
Diego, CA 92123.  

 
Once the above step is completed, log into your SCS account dashboard. 
Inside the Program Services box on the home page, select Services. 

 
The next screen will show a list of all the organizations/companies to which you 
currently have access. To add another, select the green box that says Add 
Program Service. 

 

O EPA United States Environmental Protection Agency Logged m as ., • .,.... (Log out) 

Home Recent Announcements 

SC$ Dashboard 
\. Contact us 

Program Services Notifications (More) 
Services I Profile I Matl I SubmtssK>n History 

No noUfications 

Pa11ner Program service Role Org Action 

MARICOPA IMPACT Certifier Maricopa County 

Showing 1 10 1 of 1 rows 

,S,EPA United States Environmental Protection Agency Logged mas . (Log out) 

Home Recent Announcements 

SC$ 
\. Contact Us 

anage Program Services 

Back to CROMERR SelVlces {Expand AIIJ [Collapse Alij 

Maricopa County Air Quality Department 

Maricopa County {401 E Jefferson St Phoemx AZ. US 85004) • 
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Next, you will choose the Program/Partner/Role. See step two in the above 
instructions for detailed steps. After you have made your selections, select 
Continue. 

 

 
Next, enter the requested organization/company. See step five in the above 
instructions for detailed steps. After you have entered the information, select 
Continue. 

 

oEPA united States Environmental Protection Agency 

Home Recent Announcements 

SC$ Advanced Shared Services 

SERVICE& REQUESTED 

Partner / Program / Role 

Program ID 

Tenns & Conditions 

Rules of Behavior 

ACCOUNT PROFILE 

Account Owner 

OrganiZation lnfonnation 

Email Validation 

r Register By Partner ] Register By Program 

Choose a Partner ► Mancopa County Air Quality Department 

Choose a Program Service . IMPACT IMPACT 

\. Contact Us 

O EPA Unrted States Env1ronmer,tal Protection Agency Logged m as 1 - - (Log out) 

Home Recent Announcements 

SC$ 

SERVICE& REQUESTED 

Partner I Program f Role 

Program ID 

Terms & Conditions 

Rules of Behavior 

ACCOUNT PROFILE 

Account Owner 

Organizalton Information 

Email Validation 

VERIFY IDENTITY 

SIGNATURE AGREEMENT 

\. contact us 

Type your orgarnzat10n/company's name 

artzona 

Advanced Search .. 

Please search and Select an organization , if the organization ls not found, you will need to contact the SCS Help Desk 

State of Arizona 

1740WAdams St Phoenix, AZ_ us 85007 -

Email * eJ Enter different email address 

Phone Number * " I 
Phone Ext Phone Ext 

Back to search results 

.. Cancel 
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Next, read over the Electronic Signature Agreement then select Sign Electronically. 

 

After signing electronically, a pop-up will appear. Select Accept. 
 

oEPA ••nrtf'd!i.i.l1~1-nY1ronmP.fllc!ll-lmle<:hOOAfll?.fr.';' l~lna~ - - (IOf!Ollf) 

Horrw.: RL'(;L'f l1Anill0Cltll."t:t lll l1l'; 

scs \.. Conlal.1 U·~ 

Elec1ronlc Signature Agreement 
TIie scs eleccronlC signature agreemem (CSA) Is an aoreemen1 DeMee-n yourself aRCI scs 1na1 d autnOflZe your electronic 11gna1ure. Oy slgnlf'lg 1ne CSA you agree 10 adnere 10 tne condtuons llste<I on 1ne agreement DelOW 
Once lhc ESA he!!. b("(.•n sqnt.'d, )'CIUWijl bl• a1.1Ut01i.:.ed to s.gn <md/01 l ' tlO)ip\ inr01mawn fOI you, data now FOi any QUl'StiOns ll"g<IJdlflg the scs ESAplea!.C contact UIC scs Ht.t, Ot.--A 

M':11ricop:, Counly Air Q11:.H1-~· D~p:.i.rtm•ul 
F.LECTROi\,c SIGNATURE AGRF.EMJXT 

Tn JKi:: i:""1il i118 die i:-1«:l rtJnic .,itrmf1u i; creck-i11ioi11 i•;•;ned 1,y M;nii;:op.1 C(mnh• Air Qu;,, licy ()q1."11frnr-nl tu ~ipn ~l«.11 .;,11ii;: dtx;.mni:nto; 1,ubimu ei;.l 10 :\of;uu;i:,1~ Ct11111h• An Qu;:1lil )' ~i.,r l1m:-nt'•; Sh,Hi:d CRO:\.fERR 

$CI'\ ica (SC$). nnd= 111,:prc:scnh1!i,c fo:i . 

'E l1•dm11ii::: S iy_n ;d u rr. H11lil1•r C mrq,ta11 :i, Inform.ili11n 

Org:nntx.anon X'ame: 

Phone Nwnbcr: 

E-mll.i.1 Add!en. 

R ,cpi..,,tmnt':;~.,m,c· 

(I) J Crrtif~- J 1101\ 1• t lw ;111ll1111·i1y tu rnlrr i11ln 111i~ A1,i:n-1•mrnl IHI lH•h.il£ ufthr Of'E.illi1.1[i11n idi=11 1i fi~t all'U\ t" , aml J ;,m:,-.1!!.n.--, [Q'I)' ;md1(nl:r1:d IIJ 1~,i~11 di.,t Oie,mi.,:,1111) 11. ;:ind ( am ;,bli:- II) :.iru :,ml -.11bmi1 

r~n1 .nnd othi!r mform1mon on b!=h11.lf of dw Or~aruzo.uon I.fl the c:11paeny r-equU"ed by m1ru1e and or re~l!mon. 

(.l) I Cutify th;il Ly s iv.11i.11v. ;u11J -s ulimit1iJ1~ tb U ::i1t:rcll!m\!11l, I b.i, ~ n :;ul, uuJ.\!rtl.iad, -:auJ. .1cn<yt lbc tcrw1- ;i.ud coadiliou~ of this de(;110111c ~igm1t\lle ~eeme-nt. I Ce11ify u11de1 pe11ah~• of bw that I Im.\·~ 
p,cnoruilly amnmcd and am fmrultu wnh the 1nform11.11on 1ubmmcd m du1-11!recmcnt !Ind l bdtc'\"c that the mformauon is true, ac=curatc and compkte. lam e.wuc th11.t 1hcrc att 11irufieant p,cnlllttc1 for 1ubnum.11g 
faln information. Llldud.in.@ the- ponibili1y of fin,: and impri&0nrucnt. 

Certificalion Acknowledgement 0 

I certify, under penalty of law that the information provided in this document is, to the best of 
my knowledge and belief, true, accurate, and complete I am aware that there are 
sign ificant penalties for submitting false information, including the possibility of fines and 
imprisonment for knowing viOlalions 
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Now log into your SCS account dashboard. See step ten in the above 
instructions for detailed steps. After you have logged into your SCS Account, 
the Program Services box on the home page under Action will indicate 
Awaiting Approval for the new Organization/Company. 

 

 
Once IWCP verifies that you have permission to access the 
organization/company information, you will receive an automated email to 
confirm that your request has been processed. The verification and activation 
process can take up to seven business days. 
 
Additional Support 
Please review other documents located at https://www.sandiego.gov/public-
utilities/permits-construction/industrial-user-permits , contact the assigned 
IWCP for your permit, email IWCP@sandiego.gov or call duty inspector at 
858-654-4100. 

O EPA United states Environmental Protection Agency Logged in as (Log out) 

Home Recent Announcements 

SC$ Dashboard 

Program Services 
Services I Profile I Mail I SuDm1ss10n History 

Partner 

MARICOPA 

MARICOPA 

Program service 

IMPACT 

IMPACT 

snowing 1 to 2 of 2 rows 

Role 

Certifier 

Certifier 

erg 

Maricopa County 

State of Arizona 

Action 

~9..8P.~ 

Awaiting.BP.~ 

\.. Contact Us 

Notificat,ons (More) 

No notifications 




